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Abstract:

This Memoir investigates the stability and controller synthesis of Networked Control Systems
(NCSs) under cyber-attack constraints. It provides an overview of NCSs, their advantages,
applications, and a literature review. The main focus is on analyzing NCS stability and
controller synthesis under cyber-attacks. The architecture of NCSs is discussed, including
components and their impact on system stability. Different types of cyber-attacks and their
effects on performance are examined. A case study using the quadruple-tank process analyzes
NCSs considering network-induced delay and deception attacks. Control design conditions for
stability and robustness are discussed. The research contributes to designing secure and
reliable NCSs, addressing stability and cyber-attack challenges.
Keywords: Networked Control Systems, NCSs, stability analysis,, cyber-attacks, network-
induced delay, deception attacks, control design, robustness.
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.Résumer :

Ce mémoire étudie la stabilité et la synthese des contrdleurs des systémes de contréle en
réseau (NCS) sous les contraintes des cybers attaques. Il donne un apercu des SNC, leurs
avantages, leurs applications et une revue de la littérature. L'accent est mis sur I'analyse de la
stabilité du NCS et de la synthése des contrdleurs lors de cyber attaques. L'architecture des
NCS est discutée, y compris les composants et leur impact sur la stabilité du systeme.
Différents types de cyber attaques et leurs effets sur les performances sont examinés. Une
étude de cas utilisant le processus a quatre reservoirs analyse les NCS en tenant compte des
retards induits par le réseau et des attaques de tromperie. Les conditions de conception des
commandes pour la stabilité et la robustesse sont discutées. La recherche contribue a la
conception de NCS sécurisés et fiables, répondant aux défis de la stabilité et des cyber-
attaques.

Mots-clés : Systémes de contrdle en réseau, NCS, analyse de stabilité, cyber-attaques, retard

induit par le réseau, attaques par tromperie, conception de controle, robustesse.
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Chapter 1

General introduction

In industrial factories, the monitoring of precision and production quality is one of the
most important aspects, as efficient monitoring and control processes significantly im-
pact production outcomes. This includes the effectiveness of devices and algorithms
involved in the process, leading researchers to make concerted efforts to improve and
develop monitoring and control processes, particularly in the areas of control and sen-
sors. The monitoring and control process can be defined as the process of maintaining a
physical quantity at a constant value despite external disturbances [40]]. For many years,
researchers have provided precise and exemplary control strategies stemming from clas-
sical control theory, ranging from open-loop control to advanced control strategies. In
classical (traditional) control, the system components, including controllers, sensors, and
actuators, are typically located within the same physical area. Each different system node
is individually connected through electrical wiring, and the systems are designed to bring
all sensor information to a central location for monitoring and decision-making. This
approach has been successfully implemented in the industry for decades. However, due
to the increasing number of expanding physical configurations, the traditional point-to-
point architecture has limitations and struggles to meet strict control requirements such
as decentralized control and remote control. Consequently, the concept of introducing
communication networks into the remote control concept has emerged, leading to the de-
velopment of Networked Control Systems (NCSs). NCSs are decentralized or distributed
control systems (DCS) in which control loops (sensors, actuators, and controllers) are
closed through a real-time digital communication channel (Fig. 1.1). As a result, the scale

of networked control systems is generally much larger than that of conventional control
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systems. Implementing this paradigm introduces new challenges in a control loop design.
These challenges include the increased complexity of the networked control system, as
well as the negative effects of the communication channel, such as communication delay,
packet loss, packet disorder, and more. It is evident that these challenges place a heavy
burden on control engineers who must address these issues during control loop design.

A networked control system(NCSs) is a system in which the control loops are closed via
a communication network so that the signals of the system (control and measurement sig-
nals) can be exchanged between all the components (sensors, controllers and actuators)
via a common network, Fig. 1.1 shows a typical structure of an NCSs. Compared to tra-
ditional control systems such as point-to-point or distributed control systems (DCS)...etc,
an NCSs has several advantages, including less wiring, less cost, lighter weight, easier to
install, and more system flexibility and maintainability. also, an NCSs can be modified or
upgraded easily without big changes in the structure. As a result, NCSs have been widely
used over the last decades in many fields such as control industrial, process control en-
gineering systems, smart grids, remote surgery, aerospace systems, remote operation and
intelligent systems [1]. On another side, the use of a network system introduces new chal-
lenges for the system itself, such as system imperfections that include quantization errors,
delays variables, dropouts, etc., and the most serious defect affecting the system is the
hackers who try to hack or attack the system through attacks we call cyber-attacks. cyber-
attacks could affect the behavior NCSs by degrading performance or causing instability.
As aresult, it is essential to correctly model the NCSs and design controllers that achieve
stability in these circumstances [/8].

A cyber-attack is any intentional effort to steal, expose, alter, disable, or destroy data,
applications, or other assets through unauthorized access to a network, computer system,
or digital device. The lack of knowledge about a system’s dynamics and continuous mon-
itoring and maintenance of compromised systems are the fundamental constraint faced by
hackers [34]. Gaining access to detailed information regarding an NCS system’s architec-
ture or its internal components can be challenging for attackers without insider assistance.
This limited understanding may restrict their ability to launch sophisticated attacks such

as replay attacks or denial of service attacks.
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Figure 1.1: Networked Control System Architecture

1.1 Brief history of the NCS research field

At the end of the 1990s, the advent of the development of access technologies to the net-
work and wireless systems provided a huge base for systems controlled via the network,
which sparked the development and research of distributed NCSs. As the concept of
NCSs began to develop due to its potential in various applications such as district heating
systems, automation of large-scale installations ladder, intelligent transport systems, mon-
itoring, remote surgery, systems distributed power, and smart grids [44] [8] [S5] [45], he
also posed many challenges for researchers to achieve reliable and effective control. Thus,
the domain NCSs have been researched for decades and have resulted in many topics im-
portant to research. A large branch of the literature focuses on different control strategies,
modeling, and stability analysis of NCSs among the articles study the modeling of NCS,
the works [38], [35], [52]], [79] where the authors study the path tracking problem based
on the H,, observer of the control systems of output feedback taking into account data
transmission delays, loss data packets and sampling effects. stochastic modeling includes
the behavior of network-induced imperfections and their effects on the analysis stabil-
ity and performance of NCS, between them we mention the articles of [20], [60], [68].
Whereas in [76] the controller design problem for such network-based iterative learning
control (ILC) process is handled by taking into account data dropout occurring during
remote facility transfers to the ILC controller. A study in [86] examines the fuzzy control

problem of Adaptive event-triggered dynamic output feedback for NCS not linear subject
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to packet loss. The predictive control of the control system of the network with packet loss
in the reverse and forward channels is presented in [55]], introducing a data-based network
predictive control method in which a sequence of control increment predictions is com-
puted in the controller, where the number of consecutive packet losses in the two channels
is supposed to be limited. On the other hand, when we present the review of the literature
on stability analysis of NCSs, we mention the article in [61], [33], [17], [80], [83] where
the authors focus on constructing a proper LKF with integral terms doubles, triples and
quadruples to provide greater delay limits in stability analysis.

On the other hand, it is worth noticing that NCSs can be corrupted by cyber-attacks, lead-
ing to loss of stability guarantees and so security breaches and impairments [81]]. Three
types of cyber-attacks are often considered in the literature: Denial of Service (DoS)
attacks, replay attacks, and deception attacks [9, 18]. DoS attacks can block the commu-
nication channel. Replay attacks usually replace the current transmitted signals with past
ones. Deception attacks replace the originally transmitted signals with malicious ones,
providing harmful consequences to NCS security. Several recent works have been done
to cope with such issues, especially by considering that the NCS is subject to stochastic
deception attacks, e.g. [65,70]. The design of NCS subject to deception attacks remains
on the stability analysis of closed-loop systems with input time-varying delays, disturbed
by stochastic entries. The stability analysis is often made via Lyapunov-Krasovskii Func-
tionals (LKF) in the Linear Matrix Inequality (LMI) framework but with conservatism.
Hence, relaxing the conservatism may help to improve the resilience against deception at-
tacks of the designed closed-loop NCS, which is the goal of the control design procedure

presented in Chapter 3.

1.2 Owur Contribution

The robust control design of Networked Control Systems (NCSs) against hackers has
emerged as a crucial field of study. However, as we talk earlier that the presence of
network-induced delays and hacker attacks poses significant challenges to the stability
and efficiency of these systems. the main contributions of this memory are as follows:

e Obtain a maximum allowable network-induced delay bound guaranteeing the stability

and stabilization of NCSs. We used the idea of addressing NCSs as a sampled-data sys-
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tem by constructing new LKFs including simple, double integral terms and also new aug-
mented LKFs vector, and also used novel lemmas (Wirtinger and extended reciprocally
lemmas) to estimate the LKFs vector derivatives we obtained the stability and control de-
sign conditions.

e Propose a new scenario of Cyber attacks methodology that affects both the sensor-to-
controller channel and controller-to-actuator channel.

e Developing a robust output feedback networked controller against deception attacks and
so enhances the system’s resilience against Cyber attacks.

e Verify the Condition obtained on the special case of networked control system architec-

ture with and without deception attacks.

1.3 Thesis organization

The thesis is organized as follows: Chapter 1 starts with a general introduction to Net-
worked Control Systems (NCSs), highlighting their advantages, disadvantages, applica-
tions, and comparisons with point-to-point or traditional control structures. After that, we
find a section that presents the history of NCSs by presenting a literature review covering
its evolution and development over time. The main contribution of this thesis is the anal-
ysis of NCS stability and controller synthesis under cyber attack constraints. Lastly, an
overview of the organization for the remainder of the thesis is provided.

In Chapter 2, we discuss in detail the architecture of NCSs along with various components
within a control loop such as sensors, networks, controllers, Zero Order Hold (ZOH) de-
vices, etc. We model NCS as a sampled-data system operating under communication net-
work constraints while considering different challenges posed by communication chan-
nels on system stability. This chapter also explores how various types of cyber attacks can
impact system performance by modeling each attack type individually, before concluding
with key insights.

Chapter 3 of this thesis focuses on the networked control system analysis for the quadruple-
tank process. The chapter begins by describing the modeling of the petrochemical sys-
tem, specifically the quadruple-tank process, including the identification methods used
to obtain system parameters. Next, the integration of the quadruple-tank process into a

networked control system framework is presented, considering the impact of network-
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induced delay and the vulnerabilities associated with deception attacks. The stability
of the networked control system is then analyzed, first taking into account the network-
induced delay and subsequently evaluating the stability after deception attacks. Control
design conditions are discussed, highlighting the design requirements for achieving stabil-
ity and robustness in the presence of delays and attacks. Simulation results are provided,
demonstrating the stability analysis findings and the performance of the control design
approach. The chapter concludes by summarizing the key findings, emphasizing the con-

tributions to the overall thesis objectives.



Chapter 2

Networked Control Systems (NCSs) and
Cyber security

2.1 Introduction

In this chapter, different components and structures of NCSs are presented which include
the different structures between the components of closed-loop interconnected through the
network. an NCS modeling that includes network-induced delay and Cyber-attack imper-
fections is discussed. finally, the Lyapunov technique is presented to analyze the stability

and synthesis controller for NCSs while considering one or more of the imperfections.

2.1.1 NCS components : As mentioned above that in a networked control system
(NCS), the control loop is composed of interconnected devices that communicate through
a dedicated communication channel. Each device within the control loop has a specific
role to ensure the effective operation of the system. There are four fundamental functions
that must be performed by the devices in an NCS: information acquisition (sensors), con-
trol (controllers), communication (communication protocols), and execution (actuators).
In a networked control system, the traditional control loop is replaced by a communi-
cation channel through which devices interact. Instead of converting physical quantities
to analog signals, the measurements are transformed into numerical signals by the sen-
sors. The networked controller receives these measurement packets, processes them in
a discrete-time format, and generates control signals transmitted through the same com-

munication channel. However, challenges arise due to congestion and delays caused by

9
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sharing the channel with other control nodes, leading to potential signal loss or disor-
dering. To bridge the gap between discrete and continuous-time signals, the Zero-Order
Hold (ZOH) algorithm is used to convert the numerical signal into an analog form. Actu-
ators play a crucial role in executing control actions, converting the control signal coming
from the ZOH into mechanical motion. The implementation of networked systems heav-
ily relies on the performance of the communication network, considering factors such as
quantization, transmission rate, delays, and packet losses [?]. Understanding the impact
of the network on system stability and performance is essential in designing networked

control systems.

2.2 Structures of networked control system

In the domain of Networked Control Systems (NCSs), the overall architecture exhibits
decentralization, wherein the closed-loop elements are dispersed across the industrial re-
gion employing two distinct structures: the direct structure and the hierarchical structure.
The hierarchical structure, being a hybrid system, offers the capability to investigate the
interconnection between various plants. On the other hand, the direct structure serves as

an independent control application [27].

2.2.1 Direct structure : The direct structure represented by Figure encom-
passes the controller, sensors, and actuators. Within the network, each node establishes a
closed-loop feedback control system by utilizing a shared access link. Additionally, the
network includes other nodes within the control loop that utilize available resources. The
controllers, sensors, and actuators have the flexibility to operate in either a time-driven or

event-driven mode [27]].

2.2.2 Hierarchical structure : The NCS hierarchical structure depicted in Fig-
ure [2.2] employs a network that interconnects distributed subsystems. Each subsystem
constitutes a self-contained closed-loop control system, comprising its own controller,
sensors, and actuators. The host controller assumes the responsibility of setting the con-

trol parameters for each subsystem, thereby coordinating the entire process [27].



2.3. Modeling of the Networked control system (NCSs) and its imperfections 11

u
controller actuator

I0OABU
ssas0ld

sensor
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Figure 2.2: Hierarchical Structure of NCS

2.3 Modeling of the Networked control system (NCSs)

and its imperfections

This section focuses on the modeling methodology for networked control systems (NCSs).
The modeling of networked control systems (NCSs) is a well-researched field with rich
literature. Various aspects of NCS modeling are covered, including the characterization
of different imperfections present in NCSs. These imperfections encompass phenom-
ena such as time-varying delays, fluctuations in sampling intervals, and occurrences of
packet dropouts. NCSs can be modeled using both discrete-time and continuous-time
approaches, accommodating diverse system dynamics. Furthermore, models can be de-
veloped for both linear and non-linear NCSs, considering the specific characteristics and
complexities of each case. Additionally, modeling techniques are available to address
uncertainty and disturbances in NCSs, enabling robust analysis and control design. Fig-
ure (1.1) illustrates the interconnected components of networked control systems (NCSs).

Within this system, the plant is represented as a continuous-time system, while the con-
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troller operates in a discrete-time manner, utilizing a computer to generate discrete control
signals at its output. Before being transmitted to the plant, the discrete control signal is
reconstructed into a continuous signal using a zero-order hold (ZOH) mechanism. The
ZOH maintains the control signal constant until the next sampling instant. Considering
these aspects, the NCSs model can be described as a linear continuous-time model using

the following closed-loop linear.

x(t) = Ax(¥) + Bu(t)
(2.1)

y(t) = Cx(t) + Du(r)

x(t) is the system state vector,u(t) is the input vector,y(t) is the output vector, and A, B,
C and D are real constant matrices with appropriate dimensions. As highlighted earlier
in this section, the integration of communication networks within the components of Net-
worked Control Systems (NCSs) introduces additional complexities and limitations that

must be accounted for when modeling the entire networked system.

Hence, it is crucial to address the modeling of these imperfections and constraints in
NCSs prior to commencing the modeling procedure. These imperfections and constraints
can be classified into five distinct types, each playing a significant role in the overall sys-
tem performance and behavior: network-induced delays, packet dropouts, quantization
errors, variable sampling/Transmission Intervals, bandwidth Limitations, Cyber-Attacks,
and other communication constraints. Considering and accurately modeling these imper-
fections and constraints in NCSs are essential for understanding their impact on system
behavior, stability, and performance. By incorporating these factors into the modeling
process, researchers and engineers can develop effective strategies to mitigate their ef-
fects, optimize system performance, and design robust control algorithms that account
for the limitations imposed by the communication network. Therefore, it is crucial to
address these imperfections and constraints as integral parts of NCS modeling to ensure a
comprehensive understanding of the system’s behavior and to devise appropriate control
strategies that can adapt to the challenges posed by the communication environment. In
our study, we focus on modeling network defects, exactly the network-induced delay [49]],

and Cyber-Attacks.
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2.3.1 Network-induced delay The network control systems exhibit a significant
flaw known as network-induced delay, as various researchers have observed. In Figure
(2.1), it becomes evident that there are two distinct types of time delays. The first type
of delay occurs from the sensor to the controller, representing the time interval between
the signal being sampled by the sensors and its reception by the controller. The second
type of delay arises from the controller to the actuator, signifying the time lapse between
the generation of the control signal and its availability at the actuator. These delays can
be attributed to factors such as restricted data bandwidth, network traffic, and network
protocols, which commonly serve as the underlying causes [[72]]. Nevertheless, in the ma-
jority of cases, these two types of delays are not typically treated as separate entities, and
the focus is primarily placed on the round-trip delay. However, it is important to note
that NCSs employ a variety of communication networks, and this usage results in diverse
characteristics of network-induced delays. These characteristics can vary depending on
the specific communication network being utilized. For instance, cyclic service networks
such as Toking-Ring and Toking-Bus exhibit bounded constant delays [7]. However, it is
worth noting that network-induced delays can vary significantly depending on the type of
communication network employed in NCSs. For instance, random access networks like
Ethernet and CAN introduce random and unbounded delays. In these networks, delays are
not limited or predictable, which can pose challenges to real-time control systems. The
inherent nature of random access networks leads to varying delays, impacting the over-
all performance and responsiveness of the NCS. Therefore, understanding and mitigating
these random and unbounded delays becomes crucial in designing robust and reliable
control systems [42].In contrast, priority order networks, such as DeviceNet, introduce
distinctive characteristics of network-induced delays. In these networks, delays are deter-
mined by the priority assigned to data packets. Specifically, lower-priority data packets
experience unbounded delays, meaning their transmission times can vary significantly.
On the other hand, higher-priority data packets are subjected to bounded delays, ensuring
their timely delivery and a higher level of responsiveness. The prioritization mechanism
in priority order networks aims to optimize communication efficiency and guarantee the
timely transmission of critical information within the NCS. By carefully managing the
delays based on packet priority, these networks enhance the overall performance and re-

liability of the control systems [43]. The estimation and modeling of network-induced
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delays in NCSs can be achieved through various techniques, such as the time-stamp tech-
nique. Researchers have proposed different models to capture the characteristics of these
delays. Some models consider constant delays, random delays within specific bounds, in-
dependent stochastic delays, and random delays governed by a Markov process. In many
existing studies, NCSs have been modeled with constant time delays. In this modeling
approach, the delay is typically set to the maximum network-induced delay in the system,
representing either the sensor-to-controller delay or the controller-to-actuator delay. To
ensure accurate representation, a buffer with a length greater than the worst-case delay is
introduced. This buffer serves to accommodate the delay variations and provide a safety
margin for the system’s operation. By employing these modeling techniques, researchers
aim to analyze and understand the impact of network-induced delays on the performance
and stability of NCSs. These models contribute to the development of strategies and
algorithms that can mitigate the effects of delays and improve the overall reliability of
networked control systems [56]. Moreover, it is important to note that the assumption
of constant delays in NCSs provides an accurate model only when the introduced delays
are significantly shorter than the system’s processing time constant. However, when the
sampling period exceeds the duration of the delays, the analysis becomes more intricate.
In such cases, NCSs can be treated as deterministic systems, allowing for the application
of various deterministic control methods. The closed-loop representation of NCSs with

constant delays can be expressed as follows:

x(t) = Ax(t) + BKx(t — 1)
y(t) = Cx(t) + DKx(t — 1) (2.2)

x(t) = ¢(1),t € [0, 7]

In the context of networked control systems (NCSs), the total network-induced delay
denoted as 7(¢), is the sum of three distinct components: 7., representing the sensor-to-
controller delay, 7.,, representing the controller-to-actuator delay, and 7., representing
the processing delay. These delays collectively contribute to the overall time delay expe-
rienced by the system. To analyze the behavior of the NCS, the characteristic equation
|s] — A — BKe™™| = 0 is commonly employed. However, it is important to note that

this equation is transcendental in nature, making it challenging to solve directly. Conse-
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quently, it is desirable to eliminate the delay term from the characteristic equation. By
removing the delay, the equation can be transformed into a more manageable form, en-
abling the application of conventional analysis and design techniques. Eliminating the de-
lay from the characteristic equation simplifies the analysis and design process for NCSs.
It allows for the utilization of well-established control methodologies that are applicable
to systems without time delays. This approach facilitates the implementation of control

strategies and the evaluation of system performance in networked control systems [49].

2.3.1.1 Mutually stochastic delay model In Networked Control Systems (NCSs), the
network-induced delay is influenced by various stochastic factors, including network load,
node competition, and network congestion. As a result, the delay tends to exhibit stochas-
tic behavior. Consequently, the utilization of constant delay and deterministic control
methodologies is often inadequate in meeting the system’s performance requirements.
The stochastic delay model can be classified into two categories: one where delays exhibit
probabilistic dependence, and another where delays are mutually independent. The mutu-
ally independent stochastic delay model is commonly employed for modeling and control-
ling NCSs with random delays when the probabilistic dependence is unknown [26]. The
stochastic network-induced delay can be represented by utilizing signal distribution and
a Bernoulli process, which is described as follows: The stochastic network-induced delay

is partitioned into two distinct delays, with its interval further divided into sub-intervals:

(1) = 71(1) + 72(1) (2.3)

with:

71(1) = o ()7(1)

() = (1 = o))

(2.4)

with 7(t) € [T, Tmax] and where 7,,,, and 7,,;, is a given the upper and the lower of
the network-induce delay, respectively, and o(¢) is Bernoulli process describe the delay

distribution describe as:

lift € Ql =1: T(t) € [Tmimeed]
(0 = @.5)

Oifr € Qz =1 T(t) € Tuin, Tmax]
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with 7.4 € [Timin, Tmax] @ parameter to be chosen in order to take benefit of distribution
of the delay. From (2.5), we can notice that the network-induced delay 7(¢) changes
randomly, and the probability of 7(r) € Q; and 7(¢) € Q, can be known. Moreover, it
is straightforward that Q; U Q,=[7,in, Timax] and Q; N Q=0 Therefore, he closed-loop

dynamics expressed as:

x(t) = Ax(t) + o()BKx(t — 71(t)) + (1 — () BK x(t — 72(¢))
y(t) = Cx(t) + o(t)DKx(t — 71(2)) + (1 — o (1)) DK x(t — 15(1)) (2.6)

x(t) = ¢(1), ¥t € [~Tpin, —7 — max]

2.3.2 Input delay system approach The input delay approach models Net-
worked Control Systems (NCSs) as a system with time-varying delay. This time-varying
delay comprises several components, including the delay from the sensor to the controller,
the delay from the controller to the actuator, computation delay, and the representation of
packet dropout as a delay. This approach was developed to address the synchronization

problem in complex networks by considering signal sampling.

A crucial aspect of this approach is determining the maximum allowable upper bound
(MAUB) of transmission delay. This MAUB ensures the stability and optimal perfor-
mance of NCSs. Determining the maximum allowable upper bound of transmission delay
is also crucial for practical applications. As a result, the NCSs closed-loop system can be

described by the following time-varying system with input delay:

x(t) = Ax(t) + BKx(t — 1(1))
(2.7)

x(1) = ¢(1), 7(1) € [Ty, =T

with:

0 <71, <71(¢) < Tyyor(ty + (7 + 1)hif packet dropout
(2.8)

Tw>0,70 >0,n>0
where 7,,, Ty, 7 are the upper value and lower value and number of packet loss, respec-
tively. A sufficient condition of stability of these NCSs is derived based on a proper

Lyapunov function and presented using the LMI method.
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2.4 Cyber-attacks

A cyber-attack is any intentional effort to steal, expose, alter, disable, or destroy data,
applications, or other assets through unauthorized access to a network, computer system,
or digital device. Cyber-attacks pose a significant threat to our ability to utilize com-
munication securely, efficiently, and innovatively on a global scale, and they are at the
center of numerous security concerns. However, the academic literature has yet to fully
explore and develop the concept of Cyber-attacks. To advance our understanding, it is
essential to define the fundamental attributes of the "concept of Cyber-attack," enabling
us to enhance theoretical frameworks, design and implement comprehensive databases to
facilitate scholarly research, conduct empirical observations, and compare different types
of Cyber-attacks [31].

Cyber attacks serve a range of malicious purposes, including the dissemination of false
information, disruption of critical services, unauthorized access to sensitive data, espi-
onage activities, data theft, and causing financial harm [13]. Over time, these attacks
have witnessed an increase in their nature, complexity, and severity. Currently, there is
a relative lack of understanding surrounding the different types of Cyber-attacks, their
methods of propagation, and their relative levels of severity. This knowledge gap has left
many organizations and countries susceptible to such attacks. It is imperative to develop
effective security measures, which necessitates a comprehensive understanding of these
attacks and their classification. Therefore, the creation of a comprehensive catalog that
encompasses various Cyber attacks and their classifications becomes a vital component
of Cyber security initiatives. This study endeavors to classify attacks based on various
characteristics, such as severity, purpose, and legality, with the aim of providing insights
into the motivations behind such attacks. Such understanding can enable programmers
to develop security devices and mechanisms tailored to counteract specific modes of at-
tack [58].

In order to combat Cyber threats effectively, it is crucial to stay updated with the evolv-
ing landscape of Cyber-attacks and continually enhance defensive strategies. Ongoing
research, analysis, and collaboration between security experts, organizations, and gov-
ernment entities are essential to counter the increasing risks posed by Cyber-attacks and

ensure the protection of critical infrastructure, sensitive information, and economic sta-
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bility.

2.4.1 The influence of Cyber-attack on system performance With the
increasing exploitation of Cyber vulnerabilities in control systems, which are critical com-
ponents of interconnected infrastructure, it has become crucial to develop methodologies
for risk analysis and mitigation strategies. In the past decade, significant progress has
been made within the control systems community to gain a better understanding of Cyber
threats and their potential impacts. Inspired by recent Cyber attacks targeting the power
grid, connected road vehicles, and process industries, a system model has been intro-
duced to encompass various research studies on control system vulnerabilities. An attack
space has been delineated to illustrate the allocation of adversarial resources in common
attacks. In this discussion, we will focus on four primary types of attacks: false data
injection, deception attacks, denial-of-service attacks and replay attacks. For each attack
type, representative models and mathematical formulations have been devised to pro-
vide a structured understanding of their characteristics and potential implications. These
models enable system designers and operators to assess the risks associated with such
attacks and develop effective mitigation strategies to safeguard the integrity and function-
ality of control systems. It is worth noting that the specific formulations and models for
these attacks may vary depending on the particular research studies and scenarios consid-
ered. Nonetheless, by studying and analyzing these attack types, valuable insights can be
gained to enhance the security and resilience of control systems in the face of evolving

Cyber threats [63].

2.4.2 False Data Injection Attacks False Data Injection (FDI) attacks are a
common form of cyber attack that threaten the integrity of transmitted data by injecting
false information, leading to disruptions in system performance. These attacks have been
studied extensively in various domains, including disturbed cyber-physical systems [S0],
multiagent systems [29], power systems [32], and Markov jump systems [36]]. In FDI at-
tacks, adversaries gain access to communication channels within Networked Control Sys-
tems (NCS) and inject intentionally inaccurate data packets, causing erroneous state esti-
mation and unpredictable or unstable responses that can disrupt system operations [54].
Several learning-based FDI detection methods make use of artificial intelligence tech-

niques like neural networks (NN) [6] [30] and machine learning [51]] for observing sys-
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tem states. While these approaches provide an effective framework for estimating com-
plex nonlinear dynamical systems, they impose significant computational burdens on the
system; scalability is limited as a result. Stability analysis also becomes more complex
with these methods. Existing research on FDI attacks has addressed stealthy strategies
targeting all sensor measurements [4] [53]. However, fewer studies have explored par-
tial sensor measurement-focused FDI attacks considering resource constraints [[84]] [[74].
Stealthy FDI attack designs against partial sensor measurements have been developed pri-
marily for open-loop unstable systems but warrant further investigation into broader appli-
cations. As cyber-security threats continue to evolve, understanding and mitigating false
data injection attacks remain crucial aspects in maintaining the integrity of networked

control systems across various industries.

2.4.2.1 False Data Injection Attacks Modeling In real-world systems, FDI can sabo-
tage data integrity and cause a significant security issue. Attackers specifically introduce
erroneous data into the communication channel between the controller and actuator of a
system by taking advantage of a network protocol weakness. Design options for the FDI

model that injects additive components into the control input include V¢ € (A, tih

u(t) = u(r)+g(x(rch)) (2.9)

Where g(X(t;h)) € R stands for the unidentified FDI state-dependent signal and u(¢) rep-
resents the designed calculated control input. To adapt the FDI model to the current
situation, g(x(#;h)) is made up of bogus data and original transmission data, suggesting

that FDI may occur covertly and be challenging for detectors to pick up on.

Remark: The sensor to controller channel uses the dynamic PETM to conserve its
limited network resources, while the controller actuator channel uses FDIA for trans-
mitting control signals. In actuality, sensor-to-controller communication is susceptible
to FDIA. To achieve this, an FDIA detection algorithm may be utilized to determine
the attack channel, after which the control technique mentioned above can be employed
to counteract the impact of FDIA. Additionally, dynamic PETM may be used on the
controller-actuator channel to address resource limitations, which is likewise deserving of

more investigation and debate. [77]
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2.4.3 Denail Of Service Attacks DoS attacks, whose purpose is to prevent the
attacked computer or network from providing normal service or resource access, make
the target service system stop responding or even crash. In fact, the most common cyber
attack in NCSs is DoS attacks, and the most common DoS attacks are computer network
bandwidth attacks and connectivity attacks. Denial of Service (DoS) attacks pose a sig-
nificant threat to modern communication networks, as they aim to disrupt the flow of in-
formation between connected agents and destabilize systems. These attacks target either
one or both channels in a networked system, such as sensor-controller and controller-
actuator channels [[10,/66]. DoS attackers seek to interrupt data transmission or alter its
integrity, compromising the stability and functionality of control systems [2]]. There are
several types of DoS attacks, including periodic or pulse-width-modulated (PWM) ones
that have been widely studied due to their energy constraints, detection avoidance capa-
bilities, and implementation simplicity. The consequences of these attacks on real-time
control systems can be severe; for instance, deadline corrective controls may become un-
stable under DoS conditions [24]]. To mitigate the effects of DoS attacks on Networked
Control Systems (NCS), researchers have explored various strategies like simulating po-
tential attack scenarios [28]], analyzing optimal control through zero-sum games between
controllers and strategic jammers [69], developing general models with explicit charac-
terizations for frequency and duration limits while maintaining closed-loop stability us-
ing state feedback controllers [15]. Despite these efforts in tackling denial-of-service
threats within cyber-physical systems contextually different approaches continue being
investigated to ensure reliability and resilience against evolving cyber-security challenges.
Some recent advancements include designing resilient observer-based control strategies
for continuous-time cyber-physical systems with disturbances and measurement noise un-
der asynchronous DoS attacks on both S-C and C-A channels, packet-based control archi-
tectures relying on buffering [22], maximally robust controllers along with other works

focused addressing this issue [39] [64].

2.4.3.1 Denial of Service Attacks Modeling Considering the signal transmitted be-
tween the sensor and the controller in the networked control system is vulnerable to DoS
attacks which can affect the stable performance and even destroy stability. we consider

periodic DoS attacks and the attacker is a power-constraint that needs to consume energy
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Figure 2.3: The interval of DoS attacks

to carry out the next attack. So we consider the following sequences of DoS interval, and
we introduce a model of DoS which blocks the communication channels by taking into
consideration a particular power-constraint periodic jamming signal [24], which blocks

the communication channels as follows:

0,te ((I’l— 1)T, (n— I)T + T()ff),
Zpos (1) = (2.10)

1,(n-1DT + Toff, nT),

Where n € N is the period number : T € R., denotes action-period of the jammer:
Toss € Roo(Torr < T) indicates the jammer’s sleeping time. The sets U,eny(nT,nT +Tos¢)
indicate the times when the jamming signal is turned off and communication is permitted,
and the sets U,en(nT + Ty, nT +T) indicate the times when the jamming signal is active
and communication is prohibited. During these times, no data may be communicated. It
should be noted that contrary to what is claimed in [16], pulse-width modulated jamming
does not require that the parameter T, be time-invariant.Consequently, we presume that
there is a real scalar T’O”]’}'} € (0, ) such that T’O”}”f <Topf <T < o0 In general, the
DoS jamming signal can affect forward and feedback channels separately. In this paper,
we consider the scenario that DoS jamming signals simultaneously affect both forward
and feedback channels as in [[15]]. That is to say, under DoS jamming attacks, the released

sampled state cannot reach the controller successfully, and the control signal cannot arrive

at the actuator successfully too. In view of this, the output of the actuator u(#) under DoS
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attacks can be represented as:

Kx(tine1h), t € [tineih, ki A1 O [0T,nT + T4 4]
u(t) = (2.11)

0,t€[nT +Tysp,nT +T]

where [#;,h] denotes the set of successful control update instants (#y .17 = nT’). The state

equation can be written as:

AX(Z) + BKX(l‘k’n_Hh)f € %k,n N Sl,n
x(1) = (2.12)

Ax(1),t € 3y,

2.4.4 Deception attacks Deception attacks, recognized as one of the most criti-
cal cyber threats, can severely compromise the integrity of transmitted data by modifying
its content or replacing it with malicious signals [25] [71]]. As network technologies ad-
vance rapidly, the risks posed by deception attacks have become increasingly significant
and cannot be ignored. Control problems under deception attacks have attracted consid-
erable attention in recent years due to their potential harmful consequences on Networked
Control Systems (NCS) security [18] [75], [37]. These types of cyber attacks involve re-
constructing transmitted signals with malicious attack signals that corrupt system states
and potentially lead to severe damage to network security. Several studies have been
conducted to address control problems subject to deception attacks, such as investigating
attack scheduling for a class of stochastic linear systems and addressing H1 filter design
problems under these circumstances [18] [37]]. Recent works also focus on coping with
issues related to deception attacks within NCSs [[70]; [65]. However, despite ongoing
research in this area, new attack methods continue emerging alongside technological ad-
vancements. It is crucial for researchers and cyber-security professionals alike not only to
study existing strategies but also to develop novel techniques that mitigate potential vul-
nerabilities associated with future deception threats. As networks grow more complex and
interconnected across various industries and applications, understanding how deception
attacks operate becomes essential in safeguarding overall system stability while maintain-

ing robust communication channels against ever-evolving cyber-security challenges.
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2.4.4.1 Deception Attacks Model It is presupposed that the attacker may seize control
of the system’s dynamic x(#./) and randomly emit aggressive signals f(x(+d(¢)). When de-
ception assaults occur, the simulated signal joins the real signal in the controller’s buffer.
It is difficult to tell counterfeit signals from non-attacked ones. The following scheduling
guidelines are created by us in order to solve this problem: Every time a signal is issued,
the event-generator will package together m previous signals (x(#:h), ..., X(#j1h))and de-
liver them all to the controller at once. This allows for the following expression of the

NCSs [73]] under randomly occurring deception attacks:

x(t) = Ax(t) + 0(t)BK f (x(t — d(1)))+(1 — 6(t)) BK (x(t — 7(1))) (2.13)

where 6(f) € (0, 1) denotes the occurring probability of deception attacks. When 6(¢) = 0,
it means there are no attacks, when 6(¢) = 1, the original signal (x(#.h), ..., X(tim1h)) is
captured by the attacker and replaced by an aggressive signal f(x(t—d(¢)). The math-
ematical characters of 6(f) are assumed to be known as E(A(r)) = 6. The aggressive

signals f(x(t—d(t)) are assumed to satisfy

ILf (x(t=dO)ll2 < IG(x(t=d (D))l (2.14)

where G is a respective known matrix representing the upper bound of the non-linearity
f(),0 <d(t) < dy. Without loss of generality, assume that G,,,, 1s the largest one among

G [70].

2.4.5 Replay attacks Replay attacks, also known as playback attacks, are a type
of cyber attack that exploits the lack of knowledge about a system’s dynamics by an at-
tacker [46]]. These attacks have been successfully used in real-world situations such as
the Stuxnet worm that targeted Iranian uranium enrichment facilities [23]], [21], [47]. The
basic strategy behind replay attacks is fairly simple. The attacker hijacks the sensors, ob-
serves and records their readings for a certain amount of time, and then repeats them while
carrying out their attack [11]]. This method is particularly appealing to attackers who do
not possess knowledge about the system’s dynamics but are aware that it should remain
in a steady state during their attack. Various security measures against replay attacks have

been proposed in literature. Some studies suggest injecting noise into control signals or
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utilizing existing communication noise within Cyber-Physical Systems (CPSs) as authen-
tication signals to detect potential intrusions [[62], [[67]]. In addition to these approaches,
recent advancements in cyber-security research propose developing more sophisticated
detection mechanisms against such threats. For instance, machine learning algorithms
can be employed to identify anomalies and unusual patterns indicative of replay attacks.
Furthermore, implementing secure hardware-based solutions like secure enclaves may
serve as another layer of protection against this class of threats [41]]. Overall, protecting
systems from replay attacks remains an important area within cyber-security research due

to its potential impact on critical infrastructure.

2.4.5.1 Replay Attacks Modeling We assume the attacker has the ability to can get the
sampling values at the sampling instant and can memorize these values. For some certain
transition instant, it can replace these values with previously stored sampling values [48].
Without sacrificing generality, we presumptively assume that the data collection and data
replaying actions might occur at random without mentioning specified patterns or distri-
butions for the occurrences of replay assaults, with the intention of implementing trig-
gerring requirements that are less met. Keep in mind that an opponent with limited en-
ergy will experience reduced attack impacts from many discrete attacks within any given
period. When eroding system stability, the adversary is more inclined to undertake con-
tinuous attacks as opposed to discrete ones since they need less energy. We assume #;/
as the time instant at which the control signal is successfully transmitted. The adver-
sary will launch m(k) consecutive replay packets between the k—th transmitted instant
th and the next successful transmitted instant is #;,;4. A new notation is indicated by
[s’fh, S5h, ... s’; h] which represents the set of consecutive data-replaying instants be-

tween two successfully transmission instants (#;/, ti, h).

tierh = teh + mingen[(x(ixh) — x(t:h)T ©(x(ixh) — x(th)) > ox(t:h) Ox(th)]  (2.15)

where x(#;h) represents the correct transmitted state at #.h; ixh = tyh+1h,l € N, i.e.x(izh)—
x(t;h) represents the state error between the current sampling instant and the latest suc-
cessful instant; o is a pre-selected constant and @ is a positive definite weighting matrix
to be designed. Due to the effects of attacks, some state signals of desiring transmitted

control action may be altered. The ETC strategy mentioned above can not be applied
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to determine whether or not to transmit the control signal. The following resilient ETC
strategy is proposed to solve the problems, the triggering condition under replay attacks

will be:
s’,jl(imh = sfn@h + minyeN[e(l’,‘n(i)h)T@e(l’,‘n(i)h) > 6x(s],‘n(i))T<Dx(sfn(i))] (2.16)

where 0 < m(i) < m(k), e(l*  h) = x(I*  h)—x(s" o) I oh= sk ol+yh,y € N. Moreover, a

() mi)

considered time delay 7, is stochastic according to a certain distribution, which is different
from paper [S9] and it shows a more practical situation in NCSs. Also, we have considered
noise disturbance at the plant side. Based on (2.15) and (2.16), this paper constructs a
resilient ETC strategy for compensating the undesiring data replaying induced by replay

attacks and network time delays.

2.5 Conclusion

In this chapter, we have explored the fundamental aspects of networked control systems
and their relationship with cyber-security. firstly, we delved into the various components
of networked control systems and examined their respective roles. Understanding these
components is crucial for comprehending the system’s overall architecture and function-
ality. An essential aspect of this thesis was the modeling of networked control systems
and their imperfections. By studying the system’s behavior and performance under var-
ious conditions, we gained insights into its resilience and vulnerability to cyber threats.
Moving further, we focused on cyber attacks, a critical concern in the realm of networked
control systems. We defined cyber attacks and emphasized their impact on system per-
formance. Specifically, we highlighted four prominent types of cyber attacks: false data
injection attacks (FDI), denial of service attacks (DoS), deception attacks, and replay at-
tacks. For each type, we explored their specific characteristics and potential consequences
on the system’s functionality. This chapter underscores the critical importance of consid-
ering cyber-security in the design, implementation, and operation of networked control
systems. By understanding the components, structures, and vulnerabilities, as well as the
types and implications of cyber attacks, researchers and practitioners can make informed
decisions and develop robust security measures to protect networked control systems from

potential threats.






Chapter 3

Stability analysis and robust control of

NCSs

3.1 Introduction

This chapter is devoted to the linear Networked Control Systems (NCS) subject to trans-
mission delays and stochastic deception attacks. Randomly occurring deception attacks
are considered in both sensor-to-controller and controller-to-actuator channels, assuming
L, norm bounded malicious signals injected by the attacker. Based on a suitable asym-
metric Lyapunov functional, relaxed LMI-based control design conditions are obtained.
Finally, a numerical example is considered to illustrate the effectiveness of the proposed
results, compared to previous related ones. The main contribution of this paper is to pro-
pose a controller who make the system robust and resilient for network delays and cyber
attacks. In this context, to cope with the security problem of NCSs, randomly occur-
ring deception attacks are considered in both the sensors-to-controller and controller-to-
actuators channels, where bounded malicious signals can be injected by attackers. Based
on the considired controller gain matrix, new relaxed LMIs-based design conditions are
proposed by selecting an asymmetric LKF. The effec- tiveness of the proposed resilient
NCS design approach will be illustrated and compared to previous related results with a

simulation example.

Notations 3.1 The symbol * in matrices indicates block transpose quantities. For a
square matrix M, H(M) = M+ M" and M > 0 (< 0) denotes their positive (nega-

tive) definiteness. || . ||, stands for the 1,[0, ) norm. For column vectors vy, ..., Up,

27
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Figure 3.1: The quadruple-tank process shown together with a controller interface running

on a PC .

T

col{vy, va, ..., 0,} = [U1T v,f] . I, ={1,...,r} is a finite set of positive integers. Finally,
T

Vj € Iy, we denote the block entry matrices e; = [ Ous(jotyn Toxn Ouxcio—jn | ER'O™,

T
e.g.€4:[0 0071 0©O0..20 0]-

3.2 Petrochemical system Modeling

Among the plethora of petrochemical systems available for modeling, we have carefully

selected the quadruple-tank process as our focal point.

3.2.1 Quadruple-Tank Process Modeling The quadruple-tank process rep-
resents a combination of two double-tank processes, commonly employed in control labo-
ratories as standard models []3[] This configuration, while straightforward, offers valuable
insights into complex multi-variable dynamics.

Our main objective is to effectively regulate the levels, y; and y,, in the lower two tanks
utilizing a pair of pumps. To achieve this, we manipulate the process inputs, v; and v;,
which correspond to the voltage signals applied to the pumps. It is important to note that
the model utilized in our virtual lab takes into account disturbances arising from inflows

and outflows in the upper-level tanks, ensuring a more comprehensive understanding of

the system.

dh, a; as v1K,
— = ——\2gh; + — \2gh 3.1
T A 91+A1 ghs + A, U1 (3.1)
dh, a as Y2 K>
—= = ——Z=\2gh, + — \2gh 32
7 A, 92+A2 ghy + A )} (3.2)
dh 1 —v,)K
ans _ 93 2gh; + %vz (3.3)

dt A3 A3
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Figure 3.2: Schematic representation of the quadruple-tank process

1

dhy as (I'-yDK,
B _ 8 P, + S0
dt A, Vo9 A,

0 (3.4)
with: A;cross-section of Tank, a; cross-section of the outlet hole, /; water level. Pump i is
subjected to a voltage, denoted as v;, which results in a flow denoted as k;v;. The param-
eters y; and y, € (0, 1), are determined based on the valve settings prior to conducting
an experiment. The flow rate into Tank 1 is vy, times k; times v, while the flow rate into
Tank 4 is (1 — y;) times k; times v;. Similarly, the flow rates into Tank 2 and Tank 3
can be determined. The acceleration due to gravity is represented by the symbol g. The

measured level signals are k.H, and k.H,. The specific values for the laboratory process

parameters can be found in the table provided below:

AL A [em?] 23
Ay, Ay [em?] 32
a,as [em*]  0.071
a,ay  [em?]  0.057
k. [V/em] 0.50
g [cm/s?] 981
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Consequently, the complete physical model is governed by a mathematical equation de-
rived from the experimental problem, which proposed the state-space equation for the

quadruple-tank process and devised the state feedback controller in the following man-

ner:
_—0.0021 0 0 0 0 0 0.0424 0
_ 0 —0.0021 0 0 _ 00 0 0.0424
Al = ’AZ =
0 0 —-0.0424 0 00 0 0
0 0 0 —0.0424] 00 0 0
_ T T
O L 0. 0 0 0.1113(1 = y1)
1 = =
0 0.1042y, 0 O 0 0 0.1042(1 —y»,) 0

(3.5)
v = 0.333, v, = 0.307, u = Kx(t;) For simplicity, it was assumed that 7, = 0 and
T, = 13 = 7(f). Then, the controller is ii(f) = Kx(t — 7(t)). Let A = A, + A,, and
B = By + B,. Then, the quadruple-tank process can be rewritten to the form of system
(B.12).
The quadruple-tank process can be accurately described using Networked Control Sys-
tems (NCSs). The main goals are to analyze the stability of this petrochemical system
over a communication network and so design a new state feedback control gains robust

against deception attack. For that, we need to recall the following preliminaries.

3.3 Preliminaries and Problem Statement

The block diagram of the considered NCS and subject to network-induced delay and
deception attack is shown in Fig 3.3 In this NCS scheme, we assume that the plant is

represented by linear state space models given by:

x(t) = Ax(¢) + Bu(t)
(3.6)

y(t) = Cx(1)

where x(#) € R" and u(f) € R™ are the state and input vectors, A € R™" and B € R™" are

constant matrices.

Assumption 3.1 The state variables are available from the sensors’ measurements. Their
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u(t)
linear plant

Sampler
h,s € N

Deception Attacks

(lx) | Networked
| controller

Figure 3.3: NCS subject to deception attacks.

values are broadcast together as single packets at each sampling instant to the controller

device through the sensors-to-controller channel.

Assumption 3.2 The sensors are clock-driven with a fixed sampling period h and the

controller and actuators are event-driven.

Let k € N be the actual sampling number, we denote 7;¢ and 7;“, respectively the sensors-
to-controller and the controller-to-actuators network-induced delays, and so 7, = 7 + 7}¢
the overall network-induced delay on the feedback loop. With the considered NCS, the
ZOH allows keeping the control signal constant during the interval I, = [t +0, ti1 +1k+1)s
Moreover, VYt €1, let n(t) = t — t;, which satisfies 0 <1, = n <7, <n(t) <T+h=n, and

n(t)=1. Hence we can write x(#;) = x(¢—n(?)). In this context, we consider the following

ideal networked sampled-data control law:

u(t)= Kx(t) = Kx(t=(1)) (3.7

where K € R™" is a gain matrix to be synthesized.

The communication channels are vulnerable to an attacker who can alter the transmitted
information. That is to say, an attacker can replace the system’s state x(#;) measurement
and controller’s output signal ii(#;) by aggressive signals f(x(#;)) € R" and g(ii(t;)) € R™
respectively, released randomly. When such deception attacks occur, the actual faked sig-
nal (at #;) would join the buffer of the controller together with the previously transmitted

true or eventually fake signal (at #;).
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Hence, the control law (3.7)) becomes:

u(ty) = o (G)ity) + (1 — o, (8))g(at)) (3.8)
with
u(ty) = o (L) Kx(t) + (1 — o () K f (x(#1) (3.9)
, Then
u(ty) = 0 (B Kx(t1) + (00 (1) — (@)K f (x(8) + (1 =0 () g (@a(2) (3.10)

where o,(t;) €{0, 1}, o,(t;) €{0, 1} and o, (ty) = o, (tx)0 (1) are the occurring functions
of the deception attacks. That is to say, if o, (#) = 1 and o ,(#;) = 1, there are no attacks.
Else, if o,(t;) = 0 or o,(#,) =0, the original signals x(#;) or u(t;) are respectively replaced
by the attacker as the aggressive signals f(x(#)) or g(ii(#;)). Note that it is hard to distin-
guish the faked signals from the non-attacked ones. To get rid of this dilemma, similarly

to [[70], the following assumption is made.

Assumption 3.3 The mathematical expectation &, and &, of respectively o ,(t;,) and o (t;)
are known, i.e. E(o(t;)) = 0, € [0, 1] and E(o,(ty)) =7, € [0, 1]. Moreover, we assume

that f(x(ty)) and g(ii(ty)) are L-norm bounded such that:

I @Il <G x@Oll2, Nlg(@@o)ll <Gzl (3.11)

where G, € R™" and G, € R™™ are known matrices.

Substituting (3.10)) into (3.6)), yields the closed-loop dynamics:

X(1) =Ax(1) + 0 (1) BKx (1 =1(1) + (0 (1)=07ux (1)) BK f (x(210)) + (1=07, (1)) Bg (i)

y(t) = Cx(1)
(3.12)

Problem statement. Provide LMI-based design conditions for the gain matrix K, such
that the closed-loop NCS (3.12)) is Globally Asymptotically Stable (GAS) and resilient to

deception attacks under Assumption [3.3]

Lemmal [I4] Let £€R", GeR™" and Q = Q" € R™" such that rank(G) < n. Then,
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ETQE < 0, YEE(EER 1 £40,GE=0), iff:

AT e R : Q+ H(TG) <0 (3.13)

S
Lemma 2 (Extended Jensen’s Inequality [57]) For any constant matrix ] >0, a

* 0

positive scalar T satisfying 0 < 7(t) < T and vector function x : [-7,0] — R" such that

the concerned integrals are well defined, we have:

-7 f _xT(s)QX(s)ds
T

<

x(1) — x(t—7(1))
x(t—1(1)) — x(t—7)

0 SH x(0) - x(t—1(1)) }

* Q)| x(t=7() — x(1-7)

Lemma 3 [85] For f(s) = s*?®, + s®, + @y, f(s) < 0 for s € [0, 7] if and only if there
exists a matrix M € RP*P with M + M" > 0 such that
(0N %(Dl +TM

<0
*x Oy —-M-MT"

Corollary 3.1 For f(q) = ¢*®, + q®, + Oy, f(q) < 0 for g € [n1,1n,] if and only if there

exists a matrix M € RP*P with M + MT > 0 such that

fa) m®+ 39 + (. — )M -0
* Oy— M- M

Proof 3.1 Straightforward from the conditions of lemma |3| with the change of variable

qg=s5—11€[0,7—n].

3.4 Main result

3.4.1 Stability Analysis We will first consider the case where the controller gain
matrix K is priory known, namely the LMI closed-loop stability conditions. The following

theorem summarizes LMI-based conditions satisfying the above problem statement.

Theorem 3.1 For given scalars 1, >n,>0, d,€ [0 1] and &, € [() 1], the closed-loop
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NCS (3.12) is GAS and resilient to deception attack under Assumption [3.3} if there exist
the matrices P>0, Q;>0, 0,>0,5,>0, §,>0,R; >0, R, >0, W, T, M, W and K such

that:

R, W
>0
ES R2

3 (3.14)
2, @+ Q) +H(TG) *

i=1 <0
T]l(D%T+%(D;T+(772—771)(WT @%—(W—(WT

and are satisfied with:

G=1A 0 ¢d,BK 0 -I 0 0 &,BK (6,-d7.,)BK (1-,)B ], (3.15)

O, =H(e1 Pel)+es(S1+S,)el —esS 1ef —e1S,e5, (3.16)
Oy =¢1(Q1+02—Ry)e] +H(eR1€3)—ex(Ry+R; +Q1)es +H(er(Ry—W)e)
+H(eaWel)+es(H(W)—2Ry)el +H(es(Ry—W)el ) —es(Ry+Qr)el, (3.17)
+es(miRi+(72 — M) Ro)el
D3 = (e3 + eg)K' G| G K(e3 + eg)” (3.18)
D) = N (IIFMIL, — pIEMIL, — 711 M
®} = ~[MIL + (2 + m)(TEMIT + IEMIT, + ML, + I MITL)

®; = ~TI; MI1, — TILMIT,

1
(e —e3) 0 er—e3
I = I = I, =
1 — €r—€ sl —=1éer—éx 1,2 = jée1—ésf >
€4—6€) €r—éy €r—eéy
Le 0 e
m 6 6

I 2
3= --(e1—ex)—es+es | 15 =|es—eg | Tla = |es—eq | -

1
o(ex—es)—ester es—e7 es—e7

Proof 3.2 let us Consider an asymmetric LKF candidate given by:

V(@) = Vi(t) + Vo(t) + V3(b) (3.19)
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with:

Vi) =xT(0)Px(f)+ f x1($)S 1 x(s)ds + f x1($)S ,x(s)ds, (3.20)
t—n1 t—

m

t 0 t
Vo(t) = f x1(5) Q1 x(s)ds+m, f f x1($)R, x(s)d sdv
—n —npvit+ov

, o (3.21)
+ f K (8)Qax(s)ds+(m2—~m) f &()Ry%(s)dsdv,
=m -1 t+v
V3(1) = (12 = n(0)E] (WME(1), (3.22)

where & () = col{x(t=n) = x(t=1(0), (p() =) [, ¥(s)ds,

()=o) [, " ¥()ds| and & (1) = col{x(t=n) = x(t=n®), [ i(s)ds, [ 5(s)ds). The
LKF candidate is positive if P>0, §1>0, §,>0, 0, >0, 0,>0, R, >0 and R, >0.
Note that, at the release instants, i.e. when n(t) =n, and n(t) =n,, we have V;(x(t)) = 0.
Hence, we don’t need M to be symmetric positive definite if the whole LKF V(t) in (3.19))
is monotonously decreasing Yt€ [t — 12, t — ). In this case, the NCS (3.12)) is GAS if:

V() = Vi) + Va(t) + V3(1) < 0 (3.23)
Let us first define

4(1) = col{x(2), x(¢ —m1), x(t — n(2), x(t — n2), X(2), X(¢ — 11), X(t — n2), €(tr), [ (x(8)), g (i)}
. Then, the derivative of V(t) (see (3.20)) yields:

Vi) =2xT () Px(t)+ X" (£)(S 1 +S2)x()
— & (t=n)S 1%t —11) = X" (t=12)S 23(t—172) (3.24)

=T (@10

with @, is defined in Theorem 1. Now, let us focus on the time derivative of (3.21)), one

has:

Va(t)=x" (0(Q1+ Q) x(1)=x (t=1) Q1 x(t~11)

—x" (t=12) Qox(t =1 " () (13 R K2 —11)* Ry (1) (3.25)
=11

m f TSR Eds—-m) [ () Rak(s)ds
=m

=m
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Applying Jensen’s Lemma (2)), yields:

o f F()R £(5)ds <=0 er —exR ey —e2)'2(1) (3.26)

!

R, W

>X<R2

Also, from Theorem 1 in [57], if >0, we can write:

T
x(t=m) || R Ro—W W x(t—=m1)

=11
—(m - Ul)f K ()Ryx(s)ds < x(t=n@®)| | * 2R +HW)R,—W | x(t—n(1))
=m

x(t—n2) * * =R, | x(t—m)
(3.27)

Therefore, from (3.26) and (3.27), we obtain:

Vo(t) < CT ()DL (1) (3.28)

with @, is defined in Theorem 1.
Taking the derivative of (3.22)), we get:

Va(1) =(n=n))(E] (OME(D) +E[()ME (1))~ E[()MEx(1)
=L (D07 (D03 + ()3 + (1)

(3.29)

with @ = I ML - IEMIL =1 I MIL, @4 = A1 MIL +(72+7)) AL MIL+TEMILL+
H{MH4+H%MH4), (Dg = —H%MH4—H§MH2 and where T1}, H%, I1,, Hé, H§ and I, are
defined in Theorem 1. From (3.24)-(3.29), the inequality (3.23)) is satisfied if:

10 (PO + (D) + D+ By +D,) L(1) < 0 (3.30)

Let us rewrite (3.12) as G¢(t) =0 with:

G [ AO0&,BKO- 00 &,.BK (7,~5.,)BK (1-5,)B ] (3.31)
Applying the Finsler’s lemma (1)), the inequality @ holds if AK € R'9" such that:

(O () D3+ D+ D)+ D + Dy + H(KG))L (1) <0 (3.32)
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Introducing the deception attack condition (3.11), then Vt € I, (3.32) holds if:

{00 (D3 +7(1) D+ DY+ Dy +0y + H(KG)L (1)
+x1(6)(0(8)GIGr+ 0 (1K GG K ) x(t)
0 (109" (1)) (@(te))

+ 1 ()T ut)K'GIG K — oI ) f(x(t) < O

(3.33)

Since E(o,(ty)) = 7, and B(o(ty)) = &y, the mathematical expectation E(V()) < 0 if.

VL(t) # 0:
(DD +1() D)+ D+ Dy + 0y + H(KG) +(e3+e5)(7:G1G2+5, K GG K )(e3+ex)”

+e9(5'uKTG1TG1K—o"xI)eg —&ueloelTO <0
(3.34)

By applying corollary 1 extended from lemma (3)), we get (3.14).

3.4.2 Control Design Condition

Theorem 3.2 For given scalars n, >n; >0, &1 >0, &, 20, 67, € [0 1

and o, € [0 1], the
closed-loop NCS (3.12) is GAS and resilient to deception attack under Assumption[3.3] if
there exist the matrices X>0, P>0, 0, >0, 0,>0,§,>0,$,>0, R, >0, R, >0, M, W,
W and K such that:

o2 ;
2 (m @3+ ) +H LX) * *  *
l:
=1
Mm@y +30 +(p—nOW" O3-W-W' % * |<0

(3.35)

7.G2K (e3+eg)T 0 o S

5uG2Kef 0 0 -0,

and are satisfied with:

X=[AX 0 6,BK 0 -X 0 0 &,BK (7,-7.,)BK (1-5,)B1  (3.36)

18:8110821083100000
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(I)} :7'((611365T)+e5(S | +Sz)eST —e6S 1eg—e7S~2€7T, (3.37)
®,=¢,(01+02-R))e] +H(e\R e)—er(Ry+R, +01)es +H(ex(Ry—W)eh)
+H(eaWel)+es(H(W)—2Ry)el +H(es(Ry—W)el ) —es(Ry+Dr)el, (3.38)
+es(7i R+ — m)*Ro)el,
DY = (I M, — I MIT, — oI MI,
@} = — T ML + (72 + )(EMIT, + T3 MIT, + T MIT + I ML)

2 = 1] M1, - TILMIT,

1
(e —e3) 0 er—es
I} = I = I, =
1~ €r—€ sl —=1éer1—é 1,2 = jée1—ésf >
€4—6€) €r—éy €r—éy
L 0
7 €6 €6

m
1 2
I = %(61—62)—€5+€6 J5=es—eq| [la=]es—eg | -

1
o(ex—es)—ester es—e7 es—e7

The controller gain is recovered as K=KX'.

Proof 3.3 To cope with the term K@G, let X € R™" regular and K = X "II. Then, take
the congruence of (3.34) by diaglX, ..., X, I} € R and do the changes of variables
Z = X"ZX, with Z € {P,Q1,05,51,5S2,R1,R,, W,Q,,Q, M} and K = KX. By applying

corollary 1 extended from lemma (), then the Schur complement, we get (3.33).

3.5 Simulation results

To illustrate the effectiveness of the proposed strategy and networked controller design

conditions.

3.5.1 Stability analysis results To illustrate the proposed stability analysis method-
ology, two cases are proposed in the sequel. In the first case, we assume that there are no
deception attacks. Then, in the second case, we consider randomly occurring attacks.

Case 1. Suppose that there are no deception attacks (i.e. &, = 1 and &, = 1). For given
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values of 7; = 100ms and the state feedback gain matrix from [82]

K= -1.0162 -5.4438 1.5681 —6.1000 (339)
-5.7141 -0.5565 -6.4960 1.9179

The conditions of Theorem [3.1] have been solved via the Matlab LMI Toolbox. We have
obtained a maximal value of 7=17 s.
Assuming /=10 ms, the allowed maximal network-induced delay is 7=7-2=16.90 5. The
following simulations are performed with the initial condition x(0) = [ —0.6 0.7 -0.2 0.4
and the maximal allowed network-induced delay, i.e. 7(¢) = 7 (most critical delay).The
state trajectories of the closed-loop system (3.12)) are plotted in Fig[3.4]

As expected, for both these simulations, the NCS is asymptotically stabilized by the

|—21(t) —wa(t) —a3(t) —aa(t)]

’ 0 50 100 150 200 250 300
Time(s)

Figure 3.4: States trajectories .

designed networked control law (3.10).

Case 2.. Consider now that the NCS faced randomly occurring deception attacks satisfy-

ing Assumption[3.3|with f(x()) = col{tanh(0.08x; (#;)),—tanh(0.3x,(%;))}, G| = diag{0.08,0.3},
g(ii(t,))=—tanh(0.5i(t;)), G, = 0.5. To show the influence of the deception attacks on the
system’s performances, the conditions of Theorem [3.1}have been solved for different val-

ues of 7, 0,. Table 1 lists the value of 1, with these different values. For instance, when

0, =0.5and &, = 0.5, about 50% of the system state are attacked and 50% of the control
actions are attacked. Hence, under the above-defined deception attacks with the state tra-
jectories of the system in Fig. [3.5] time occurrences of attacks on the sensor are plotted

in Fig. 3.6 and time occurrences of attacks on the actuator are plotted in Fig.

T
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Table 3.1: 7 for various 7, and 7, (Example A)

Methods, t € [0,800s] &, o, ()

Theorem 1 1.0 1.0 17.0
Theorem 1 0.5 1.0 5.25
Theorem 1 0.5 0.5 2.10
Theorem 1 04 0.7 4.02
Theorem 1 07 09 29
10 ‘—‘:L'l(t) —m;(t) xg(t‘) —xy(t) "
0.5 }
05 .
K 0 1 60 260 360 460 560 660 760 800
Time(s)

Figure 3.5: States trajectories.

0 100 200 300 400 500 600 700 800
Time(s)

Figure 3.6: The Occurrence of the deception attacks o, (#;).

We observe that the closed-loop NCS is stable, which confirms the effectiveness of our

proposal.
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0.8

0.6

g,

0.4

0.2

0 100 200 300 400 500 600 700 800
Time (s)

Figure 3.7: The Occurrence of the deception attacks o, (#;).

3.5.2 Control design results We consider also two cases in the control design
procedure.

Case 1 when we do not consider the effect of deception attacks on the NCS, let us assume
that 1 = 10, &, = 5, and use the same other parameters fixed in section @ the
conditions of Theorem have been solved via the Matlab LMI Toolbox, providing a
maximal value of 17, = 1.82 s, as well as the controller gains:

_1.4437 1.0050 0.6528 -—3.8421
1.0218 —1.2842 —4.0280 0.6505 |

Assuming that 4 = 10ms, which allows a maximal network-induced delay T =n,—h =
1.81 s, with the initial condition xy = [ 02 —-03 03 -02 ], the closed-loop NCS
state trajectories are plotted in Fig. [3.§]

Case 2 when we consider the effect of deception attacks on the NCS, let us assume that

g1 = 0.5, & = 0.1, under randomly occurring deception attacks &, = 0.9 and 7, = 0.8 sat-
isfying Assumption@with f(x(t,)) = col{tanh(0.8x, (%)), — tanh(0.1x;,(#)), tanh(0.5x5(%)), —
tanh(0.1x4(%))}, G = diag{0.8,0.1,0.5,0.1}, g(@i(ty)) = —sin(0.1i(¢)), G, = 0.1. The con-
ditions of Theorem [3.T] have been solved via the Matlab LMI Toolbox, providing a maxi-

mal value of 7, = 1.75 s, as well as the controller (3.10) gains:

-2.3333 1.5211 1.4009 -5.9330
15716  -2.1014 —-6.2430 14228 |
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1 \

‘—:El (t) —.’Ez(t)

I3 (t) —:E4(t) ‘

-0.5 N

R I I I I I
100 150 200 250

Time(s)

300

Figure 3.8: States trajectories.

Assuming that &7 = 10ms, which allows a maximal network-induced delay T =n,—h =

1.74 s, with the initial condition xg 0.2 -0.3 0.3 -0.2 |, the closed-loop NCS

state trajectories, as well as the occurrence of the deception attacks o, (#;) and o () are
plotted in Fig. [3.9]time occurrences of attacks on the sensor are plotted in Fig. [3.10} and

time occurrences of attacks on the actuator are plotted in Fig. [3.11]

T T T
1 — 21 (t) —@a(t) — s (t) —aa(t)]
05 ]

g0 e

-0.5 |

_1 | | | | | | |

0 100 200 300 400 500 600 700 800
Time(s)

Figure 3.9: States trajectories.

We observe that the designed closed-loop NCS is properly stabilized and achieved the
origin. This confirms the effectiveness of the proposed networked sampled-data controller

design for NCS.
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Figure 3.10: The Occurrence of the deception attacks o, (#;).
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Figure 3.11: The Occurrence of the deception attacks o (#;).

3.6 Conclusion

In this paper, a new controller gain matrix is proposed to mitigate the network loads in

sampled-data controller design for NCSs subject to network-induced delay and deception

attacks. The goal was to Provide LMI-based design conditions for the controller gain

matrix, such that the closed-loop NCS is Globally Asymptotically Stable and resilient

to deception attacks .Hence, based on the selection of a suitable asymmetric LKEF, re-

laxed LMI-based design conditions have been proposed. a numerical example have been

considered to illustrate the effectiveness of the proposal and the improvements raised, in

terms of conservatism.






Chapter 4

General Conclusion

In conclusion, this thesis has provided an analysis of Networked Control Systems (NCSs)
with a focus on stability and controller synthesis under cyber attack constraints.
Chapter 1 served as an introduction to NCSs, highlighting their advantages, disadvan-
tages, applications, and comparisons with traditional control structures. The historical
perspective presented in the literature review section offered valuable insights into the
evolution and development of NCSs over time.

Chapter 2 delved into the architecture of NCSs, examining various components within
a control loop and considering the challenges posed by communication channels on sys-
tem stability. The modeling of different types of cyber attacks and their impact on system

performance provided a deep understanding of the vulnerabilities associated with NCSs.

In Chapter 3, the analysis focused specifically on the quadruple-tank process as a case
study. The integration of this process into the NCS framework allowed for the evaluation
of network-induced delays and deception attacks. The stability analysis, accounting for
both delays and attacks, provided valuable design requirements for achieving stability and
robustness. The simulation results demonstrated the effectiveness of the control design
approach in maintaining stability and performance in the presence of these challenges.

Overall, this thesis contributes to the body of knowledge on NCSs by addressing the
crucial aspects of stability and controller synthesis under cyber attack constraints. The
findings and insights obtained from this research expand our understanding of the behav-
ior of NCSs and provide a foundation for future research in this field. The analysis and
control design methodologies presented can serve as a valuable resource for engineers

and researchers working on NCSs and related applications.

45
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In light of the contributions made in this thesis, there are several potential areas for
future research. These include exploring more advanced attack models, developing en-
hanced defense mechanisms against cyber attacks, investigating the scalability of the pro-
posed control design approach, and exploring the applicability of the findings to different
industrial processes or domains.

In conclusion, this thesis has shed light on the complex dynamics of NCSs, their
vulnerabilities to cyber attacks, and the design considerations necessary for achieving
stability and robustness. The knowledge gained from this research contributes to the
advancement of NCS theory and provides valuable insights for practical implementations

in real-world systems.
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Abbreviations

CPSs Cyber-Physical Systems

DCS Distributed Control System

DoS Denial of Service

FDI  False Data Injection

GAS Globally Asymptotically Stable
ILC iterative learning control

LKF Lyapunov-Krasovskii Functionals
LMI Linear Matrix Inequality

MAUB Maximum allowable upper bound
NCSs Networked Control Systems

NN  Neural Networks

PWM Pulse-width-modulated

ZOH Zero-Order Hold
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Chapter 5

General Conclusion

In conclusion, this thesis has provided an analysis of Networked Control Systems (NCSs)
with a focus on stability and controller synthesis under cyber attack constraints.
Chapter 1 served as an introduction to NCSs, highlighting their advantages, disadvan-
tages, applications, and comparisons with traditional control structures. The historical
perspective presented in the literature review section offered valuable insights into the
evolution and development of NCSs over time.

Chapter 2 delved into the architecture of NCSs, examining various components within
a control loop and considering the challenges posed by communication channels on sys-
tem stability. The modeling of different types of cyber attacks and their impact on system

performance provided a deep understanding of the vulnerabilities associated with NCSs.

In Chapter 3, the analysis focused specifically on the quadruple-tank process as a case
study. The integration of this process into the NCS framework allowed for the evaluation
of network-induced delays and deception attacks. The stability analysis, accounting for
both delays and attacks, provided valuable design requirements for achieving stability and
robustness. The simulation results demonstrated the effectiveness of the control design
approach in maintaining stability and performance in the presence of these challenges.

Overall, this thesis contributes to the body of knowledge on NCSs by addressing the
crucial aspects of stability and controller synthesis under cyber attack constraints. The
findings and insights obtained from this research expand our understanding of the behav-
ior of NCSs and provide a foundation for future research in this field. The analysis and
control design methodologies presented can serve as a valuable resource for engineers

and researchers working on NCSs and related applications.
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60 Chapter 5. General Conclusion

In light of the contributions made in this thesis, there are several potential areas for
future research. These include exploring more advanced attack models, developing en-
hanced defense mechanisms against cyber attacks, investigating the scalability of the pro-
posed control design approach, and exploring the applicability of the findings to different
industrial processes or domains.

In conclusion, this thesis has shed light on the complex dynamics of NCSs, their
vulnerabilities to cyber attacks, and the design considerations necessary for achieving
stability and robustness. The knowledge gained from this research contributes to the
advancement of NCS theory and provides valuable insights for practical implementations

in real-world systems.
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