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Abstract

The crime is a social phenomenon that accompanies all societies and
impedes it from progress and development, so most of the criminal law is
described as a social behavior that is against society and contrary to the law and
the culture of society, and the crime on this basis is found in all societies with
different features, forms and methods of committing it, and because of the new
and dangerous criminal phenomena seeks to seek This study is to try to define
the features of the crime of electronic blackmail, which depends on the use of
modern means of communication and Internet networks, because of this
phenomenon of great danger to individuals and society by violating an important
human rights, which is his right to safe and calm life away from anxiety and
terror, It reflects negatively on his life. It is worth noting that the crime of
electronic blackmail is going through several stages that begins with the extreme
obtaining the blackmail of pictures, audio clips, video, secret information or
data, and it results in that the victim is going through internal conflict situations
that affect his psyche as a result of threat and intimidation by the blackmailer in
order to obtain a fee Whether it is material or moral, and therefore the victim is
hostage in the hands of the blackmailer when submitting and carrying out orders
for fear of the scandal, especially since electronic means have a big and effective
role in committing electronic crimes, as it represents a fertile ground that helps
to practice electronic crimes in general and electronic extortion crime in
particular, as It invaded and dominated all aspects of life, and even controlled, as
it is a global crime that exceeded the regional borders between countries.

Perhaps the reason for the prohibition of electronic extortion is the attack on the
privacy of individuals and the danger that it poses to society, as one of the most
important methods of proof that concerns the crime of electronic blackmail,
which is the digital guide, as there are difficulties facing the investigation
agencies and their ways of dealing with the digital guide for the sake Access to
the truth, especially since electronic crimes take place in a virtual uninfected
world, and therefore the crime scene is virtual filled with symbols and blades, it
IS necessary to put special texts that include all forms of behavior in the crime of
electronic blackmail, and reflects the extent of their risk and ease of committing,
as well as the difficulty of proving them.



