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ABSTRACT

The rise of counterfeit products poses significant challenges for both consumers and businesses,
jeopardizing consumer safety and causing substantial economic losses. This thesis presents the
design and implementation of an anti-counterfeit blockchain-based system that aims to tackle
this issue by ensuring the authenticity of products within the supply chain. The system lever-
ages the power of blockchain technology and ontology to establish a trusted and transparent
environment for product verification.

The proposed system consists of multiple components that work in synergy. A web ap-
plication serves as the central hub for account management and product addition, allowing com-
panies to create accounts and add their products. Prior to adding a product, the ontology layer
validates the product's information against predefined rules using SWRL. Subsequently, the
Metamask wallet verification layer ensures that only authorized users can add inventories to the
blockchain.

To verify the authenticity of a product, a mobile application equipped with a QR code scanner
enables consumers to quickly and conveniently check the product's validity. Upon scanning the
QR code, the application retrieves information stored on the blockchain and provides real-time
confirmation of the product's authenticity.

Through the integration of blockchain technology, ontology, and mobile applications, this
anti-counterfeit system offers numerous benefits. It boosts consumer confidence through the
provision of transparency and traceability., empowering consumers to make informed purchasing
decisions. For businesses, it enables them to protect their brand reputation, mitigate financial
losses, and combat counterfeit activities effectively.

The results of this thesis demonstrate the feasibility and effectiveness of using blockchain

and ontology in combating counterfeit products. Future research directions may focus on en-
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hancing system performance, exploring interoperability with existing supply chain systems, and
investigating the integration of emerging technologies such as Internet of Things (IoT) for en-
hanced product tracking and verification.

Overall, this thesis contributes to the growing body of knowledge in the field of anti-counterfeiting
systems and provides a solid foundation for further advancements in ensuring product authenticity

and consumer protection.

Keywords: Blockchain, Ontology, QR Code, Trust, Counterfeiting.
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GENERAL INTRODUCTION

The recent emergence of blockchain technology and its integration with ontology has a pro-
found impact on various aspects of our society. Just as technology has revolutionized numerous
sectors, it has also opened new avenues for enhancing the authenticity and security of supply
chains. In the context of combating counterfeiting, the fusion of blockchain and ontology offers
remarkable potential. This amalgamation not only ensures the traceability and transparency of
inventories within the supply chain but also empowers consumers with increased confidence
and trust. By leveraging the unique features of blockchain and ontology, such as decentralized
data storage and semantic reasoning, the system addresses the critical challenges associated with
counterfeiting, ultimately improving the safety and reliability of inventories.

In the realm of technology, "blockchain" has emerged as a ubiquitous term, transforming var-
ious markets in an era marked by skepticism and dissatisfaction with traditional intermediaries
such as banks, institutions, and governments. Offering the allure of disintermediation and trans-
parency, blockchain technology holds immense appeal and intrigue. Similar to how computers
revolutionized data processing and the internet revolutionized information sharing, blockchain
has the potential to revolutionize transactional processes. The pioneering implementation of
blockchain technology can be seen in the form of cryptocurrency Bitcoin, which operates as an
innovative payment network and decentralized form of currency, functioning without the need
for a central authority. This groundbreaking technology is characterized by its openness and
freedom, promising a paradigm shift in the way transactions are conducted.

There is no need to save information with third parties under a Blockchain approach. Records
exist on many computers with similar information, so breaches make no sense, and if the data
of'a computer's Blockchain is breached, the system rejects such breach. Even if a hacker breaks

into a network and tries to steal money from an account, multiple redundant and identical copies
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of the same ledger are stored in the whole world. In the event of a breach, there are numerous
others in the form of backups that can provide the funds from the hacked account. In other words,
Blockchain data is spread across multiple nested computers. More than half of the security

systems network must be infiltrated for hacking attempts to be effective.

Problematic and motivation

Counterfeiting is a major issue in many businesses, and the combination of blockchain
technology with ontology offers a possible answer. Counterfeiting offers serious hazards to
organizations and people, resulting in financial losses and possibly personal injury. Current
anti-counterfeiting solutions frequently fall short in terms of openness, traceability, and con-
fidence. This is where the suggested anti-counterfeit blockchain technology with ontology
comes in. Our technology intends to transform the way items are certified and validated by
using the immutability of blockchain and the semantic power of ontology. Because blockchain
is decentralized and transparent, every step of the supply chain can be safely documented and
traceable, reducing the possibility of counterfeit items entering the market. Furthermore, the
incorporation of ontology allows for a more in-depth knowledge of product traits and char-
acteristics, which improves the accuracy and efficiency of the anti-counterfeit system. We want
to deliver a comprehensive and dependable solution that enables businesses while protecting

consumers from the negative impacts of counterfeiting through this study.

Aim of the work

The goal of this project is to use blockchain technology and ontologies to create an anti-
counterfeit system that assures the validity and integrity of items. Our solution intends to ad-
dress counterfeiting concerns by developing a system architecture that integrates blockchain
and ontologies. Each transaction and piece of inventory information is recorded as a block on
the blockchain, which acts as a decentralized and unchangeable ledger. These blocks are cryp-
tographically connected, producing a chain that ensures inventory traceability and transparency.
Our method eliminates the need for a central authority by leveraging a peer-to-peer network of
nodes to ensure that all participants have access to the same verified and up-to-date inventory
data. This research intends to help to the battle against counterfeiting by delivering a safe and
dependable solution that enables companies and protects consumers from market counterfeit

items.
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Organization of the thesis

Our master thesis is organized as follows:

o General Introduction: We will begin our thesis with a general introduction on the context

of this work, problematic and motivation, and aim of the work.

o Chapter 1 Fake Inventories and Trust System: This chapter introduces the concept of
a Fake Inventory and its impacts in different fields, the current anti-counterfeit measures,

including the need of trust system and its advantages.

o Chapter 2 Blockchain and Ontology: This chapter introduces the general concepts of
Blockchain technology, as well as its history and structure. Furthermore, a broad un-
derstanding of ontology and how it is applied in blockchain technology, as well as its

obstacles and limits, ending with smart contracts.

o Chapter 3 Design of The System: This chapter describes the proposed system's design

and hence the development phases.

o Chapter 4 Implementations and Results: This chapter discusses the implementation

tools, the code, and the results obtained.

« General Conclusion: We conclude our thesis with a broad conclusion and gives insights

into future work.



CHAPTER 1

FAKE INVENTORIES AND TRUST
SYSTEM

1.1 Introduction

Counterfeiting has become one of the most important problems facing people's lives, as
it not only threatens the safety of the individual, but also causes huge losses to companies that
may exceed one trillion dollars.

While many anti-counterfeiting systems such as authentication or security labels have been im-
plemented, they do not guarantee the authenticity of the product in many cases, as they are
limited. For this, a more transparent and reliable way must be developed to solve this problem.
One potential solution is the trust system, this system can provide a confidence between con-
sumers and companies in a secure and transparent way to ensure the authenticity of the products.
In this chapter, we will discuss the problem of counterfeiting and explore the current used anti-
counterfeit measures. We will also analyze the weaknesses of these measures and highlight the
need for a trust system to solve counterfeiting problem. Furthermore, we will discuss the ben-
efits of a trust system over traditional measures and introduce our own anti-counterfeit system

based on blockchain and ontology in the next chapter.

1.2 Counterfeit Products and Their Impact

Counterfeiting is the process of making products that are identical to original products
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with lower quality standards and cheaper prices. This problem can cause huge losses to people
and producing companies as well as the economy of countries. The volume of losses due to
counterfeiting in 2013 amounted to approximately $1 Trillion and is expected to reach $3 Trillion
in 2022[1].

Counterfeit products range from high-end consumer luxury goods such as watches, per-
fumes or leather goods, to business-to-business products such as machines, chemicals or spare
parts, to common consumer products such as toys, pharmaceuticals, cosmetics and foodstuffs.
In fact, any IP-protected product can be counterfeited. Some counterfeit products, such as phar-
maceuticals, spare parts and toys, are of low quality, and thus create significant health and safety

threats.

1.2.1 The impact of counterfeit products

Counterfeiting have a significant and wide-ranging impact on consumers, businesses, eco-

nomic, environment and society as a whole.

1.2.1.1 The consumers impact of counterfeiting

This problem has a significant impact on consumers, particularly in their health and safety.
Counterfeit products, such as pharmaceuticals, cosmetics, and food and beverages, may contain
harmful substances that can cause serious health problems or even death. In addition, counterfeit
electronic products may be poorly designed and pose a risk of fire or other safety hazards, here

is some examples:

« Counterfeit airbags and their components can cause severe malfunctions ranging from
non-deployment, under inflation, over inflation to explosion of metal shrapnel during de-

ployment in a crash.

« Counterfeit lithium-ion laptop batteries pose significant risk of extreme heat, self-igniting,

and exploding.
o Counterfeit helmets and baby carriers can break.

« Counterfeit prescription drugs may not contain the active ingredient or could lead to ac-

cidental overdose.

« Counterfeit cosmetics can cause severe skin reactions.



Chapter 1 Fake Inventories and Trust System

Consumers who unknowingly purchase counterfeit products may also experience financial loss,
as counterfeit products are often sold at prices lower than the genuine products. Furthermore,
they may face difficulties in obtaining refunds or compensation for any harm caused by the

counterfeit products.

1.2.1.2 The businesses impact of counterfeiting

Counterfeiting not only affects consumers, It create serious problems for authentic busi-
nesses, but too many people are unaware of the full extent of the impact of counterfeit goods on

brands. Here we will touch on the most harmful points consequences of counterfeiting.

« Loss of sales: Starting simple, if you are selling a product, and a counterfeiter competes
with you by offering customers a copy of your own product at a lower price, you lose

some sales to these cheaper items.

Not long ago, customers were better able to identify fakes and knew what they were getting
when presented with counterfeits. But, in the online world the lines between real and fake
are less clear. Counterfeiters are able to operate very effectively online, by stealing a
company’s designs and branding and even by mixing their knock-off goods with their
online product reviews. The images used of the product are sometimes the brand owners

real photos, leaving the customer playing a guessing game between what is real and fake.

Counterfeits have become real competitors, and they can gut a company’s cash flow if left
to operate freely. Over €26bn is lost annually from counterfeiters in the fashion industry

alone, and this problem extends across a multitude of sectors|[2].

o A reputation under attack: Another side-effect of counterfeiting is that companies take
a hit to their reputation. Since many customers are unaware that the product in their hands
is a fake, when the knock-off item fails to work correctly, or it falls apart quickly, or it

doesn’t meet their expectations, then the customer will blame the authentic company.

Word of mouth is, as we know is one of the most powerful forms of marketing. So, when
these customers receive poor copies of a product, word can spread that it is the real product

that is not up to scratch.

Customers will also leave negative reviews online, further cementing this new reputation
crisis and furthering the idea that the real brand makes low-quality goods. This does twice
as much damage on Amazon; with their combined listings system, a customer can buy a

knock-off from the official listing, and come back to the same page to share negative
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opinions. These online reviews are used as public indicators for brand quality, so the

impact can truly resonate.

A truly egregious example of this is when Fuse Chicken had a counterfeit sent to a re-
viewer, instead of their actual product. As the company was growing in popularity, the
New York Times requested a sample product to write a tech review. When the item ar-
rived, Fuse Chicken got lucky, as the reviewer noticed it was a counterfeit and contacted
their company. But, It took an eagle-eyed tech expert to notice the falsification, and it’s

likely a regular consumer would have been left clueless[3].

o Authentic companies left to deal with the fallout from counterfeiters: So, customers
look for a product, then buy a counterfeit, and they’re rightfully unhappy with it. They
demand compensation, either through a refund or a new product, and they go directly to
the authentic company to find it. A number of affected companies find themselves in a
situation where they’re dealing with an irritated customer, complaining about the poor
quality of their item, and the customer service agent won’t even realise that the product

they’re talking about is a counterfeit.

Dealing with returns proves to be a real headache for companies too. They receive faulty
copies of their products which have nothing to do with the goods they themselves make
and which they haven’t warrantied. Or, in the case of Beauty Blender, the customers can

assume the counterfeit price is the regular price.

Shelley Swallow! said:

"When we have customers, or new users, who think they re getting a Beauty
Blender for a much cheaper price, when they call in and want to talk about

that experience, it creates a challenge."”

Companies are finding themselves caught between a rock and a hard place; between trying
to avoid losing time and resources dealing with the sub-par imitations of their products,

and doing their best to keep their customer base happy.

o Compromising long-term trust between businesses: The damage done by counterfeiters
reachers further than relations with consumers. Distributors, retailers and other partners
working with companies will often lose trust in legitimate businesses due to the actions

of counterfeiters.

LCustomer Relations Manager of Beauty Blender Company.
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If a company have a price agreement with distributors or retailers, and they see listings
on online platforms which offer the product at a lower price, their first instinct is often
to think they’re being ripped off by the company itself. Why would a distributor buy a

product wholesale if a brand appeared to simply undercut them on price?

This can be compounded further when partners have exclusivity deals in place; a dis-
tributor with exclusive rights to sell in a location will feel betrayed if it looks like the brand
itself is in direct competition with them. These effects can seriously harm relationships

built over many years of trust and cooperation with other companies[5].

o Loss of time and money fighting counterfeiters: When a company discovers they’re
being targeted by counterfeiters, they generally want to fight back. But this is time-
consuming and can be extremely expensive. Resources get pulled away from product
development, advertising and anything else the company may have been excited to invest
in, and instead must fund lawyers and lawsuits to defend their intellectual property and
protect their copyrights. Legitimate companies are forced to spend hundreds of thousands
of dollars a year, trying to force back a tidal wave of counterfeits sold on places like Ama-
zon, eBay and Alibaba. CEOs, innovators and company founders must spend their time

reacting against these infringements, instead of leading their companies into the future[5].

1.2.1.3 The economic impact of counterfeiting

Counterfeiting can result in lost sales and revenue for legitimate enterprises, which can
lead to job losses, reduced investments, and lower tax collections. Counterfeit items frequently
violate safety and quality laws, resulting in additional economic consequences in the form of
greater healthcare bills and diminished consumer confidence.

Furthermore, counterfeiting can stifle innovation and the creation of new products and tech-
nology because counterfeiters can simply replicate existing products without investing in re-
search and development. This can have long-term consequences for economic growth and com-
petitiveness.

Counterfeiting can also distort trade flows and harm legitimate producers, which has in-
ternational trade repercussions. This might result in diminished foreign investment and trade
opportunities, affecting the economic growth and development of countries and regions.

To address the economic effects of counterfeiting, effective and collaborative measures
such as expanded intellectual property enforcement, strengthened border controls, and the de-

velopment of powerful anti-counterfeit technology and systems are required. This can serve to
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safeguard firms, customers, and economies from the negative impacts of counterfeiting while

also encouraging long-term economic growth and development[6].

1.2.1.4 The social impact of counterfeiting

Counterfeiting has substantial societal consequences that can affect both persons and com-
munities. Counterfeit items frequently fail to meet safety and quality standards, posing major
health and safety concerns to users. Counterfeit drugs, for example, may include hazardous
substances or wrong dosages, which can have major health repercussions.

Furthermore, counterfeiting can contribute to organized crime and terrorism since coun-
terfeiters may utilize the proceeds from counterfeit sales to fund unlawful actions. This has the
potential to promote violence, social discontent, and insecurity.

Counterfeiting also damages consumer and corporate trust, undermining market confidence
and making it harder for customers to discern between real and counterfeit items. This can
have far-reaching societal consequences, since it can foster a widespread feeling of mistrust and
cynicism in society.

Furthermore, it can have an influence on people's lives and communities, particularly in
underdeveloped nations where it is common. Counterfeiting may lead to employment and in-
come loss for legitimate producers and workers, as well as diminished investment and economic
prospects.

To combat the social impact of this problem, comprehensive solutions that account both
the economic and social ramifications of counterfeiting must be developed and implemented.
Greater coordination between governments, corporations, and civil society groups may be re-
quired to raise consumer awareness, enhance access to information, and strengthen accountability

and transparency in the marketplace[5].

1.2.1.5 The environmental impact of counterfeiting

Counterfeiting has major environmental repercussions in addition to negative economic
and societal consequences. The manufacture and distribution of counterfeit items sometimes
entails the use of low-quality and inexpensive materials, which can lead to increased pollution
and waste.

Counterfeit electronics and electrical components, for example, are frequently fabricated
using low-quality materials and without sufficient environmental controls. When these goods

are incorrectly disposed of, dangerous chemicals such as lead, mercury, and cadmium can have
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major environmental and health consequences in the short and long term.

Counterfeit goods also add to the rising issue of electronic garbage (e-waste), which is a
major environmental burden throughout the world. E-waste frequently includes dangerous el-
ements and can pollute soil and water, causing major health and environmental dangers.

To combat the environmental effect of counterfeiting, greater environmental responsibility
and sustainability must be promoted across the supply chain. This might include creating and
implementing more sustainable production techniques, better waste management and recycling
procedures, and raising consumer and industry understanding of the environmental effects of

counterfeit products[9].

1.2.2 The causes of counterfeit products

The production and distribution of counterfeit products can be attributed to a variety of

factors, including:

o Profit Motives: The desire to profit is the major motivation for counterfeiting. Coun-
terfeiters attempt to duplicate high-demand items at a lesser cost and resell them at a

bigger profit margin.

o Weak Intellectual Property Protection: In certain countries, weak intellectual property
rules and enforcement make it simpler for counterfeiters to develop and sell counterfeit

goods without fear of legal repercussions.

o Globalization: The advent of global trade and e-commerce has made it simpler for coun-
terfeiters to reach consumers worldwide. Counterfeitors may readily advertise and sell

their counterfeit goods using internet markets and social media channels.

o Consumer Demand: Because of the low pricing, consumers are frequently drawn to
counterfeit items. The desire to purchase luxury items at a low cost might fuel demand

for counterfeit goods.

o Lack of knowledge: Due to a lack of knowledge or information regarding the hazards
and implications of counterfeit items, consumers may inadvertently acquire counterfeit

products.

o Corruption: Bribery and corruption may both contribute to the creation and distribution
of counterfeit goods. Counterfeiters may persuade officials to look the other way or give

them with legal protection.

10
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e Organized criminal: Organized criminal networks are often involved in the creation and
marketing processes of counterfeit goods. These networks may be involved in other illicit
operations, such as drug trafficking and human trafficking, and may utilize counterfeiting

earnings to support these activities.

Understanding the reasons of counterfeiting is critical for establishing successful counter-strategies.
Counterfeiting efforts should concentrate on improving intellectual property laws and enforcement,
increasing consumer awareness, and tackling the underlying issues that lead to the creation and

dissemination of counterfeit goods[7].

1.3 Current Anti-Counterfeit Measures

Anti-counterfeit measures are procedures or technologies that are used to prevent, detect,
or discourage the manufacture, distribution, and sale of counterfeit goods. There are several

sorts of anti-counterfeit measures in use today, including:

o Security Features: Holograms, watermarks, serial numbers, and barcodes are examples
of security features. These characteristics are used on products and packaging to make

counterfeiting more difficult.

« Authentication labels: Authentication labels are one-of-a-kind labels that are attached
to items and packaging. These labels are intended to be difficult to copy and can be used

to authenticate a product's legitimacy.

o Track and Trace Technologies: Track and trace technologies track a product through the
supply chain by using unique identifiers and serial numbers. Manufacturers and merchants

may use these technologies to detect and remove counterfeit items from the market.

o Legal Measures: Civil and criminal punishments are available for counterfeiters under
legal means. Governments all across the globe have enacted legislation to safeguard in-

tellectual property rights and penalize counterfeiters[8].

1.3.1 Modern day anti-counterfeit solutions

In addition to classic anti-counterfeiting technology such as holograms, RFID tags, and
watermarked packaging, corporations and manufacturers may utilize a variety of innovative

solutions to safeguard their products against counterfeiting. Here are a couple such examples:
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1. Blockchain technology: Blockchain technology may be used to generate a digital record
of a product's legitimacy, making counterfeiters' reproduction impossible. This tech-
nology may be used to trace a product's history through the supply chain, allowing busi-

nesses and consumers to verify the legitimacy of a product.

2. Al and machine learning (ML) algorithms: AI and ML algorithms may be used to
evaluate vast volumes of data, such as product photographs or packaging, to discover
distinctive patterns and attributes of real items. This makes counterfeit items simpler to

recognize and detect.

3. NFC (Near Field Communication) tags: NFC tags are little chips that may be installed
in a product and scanned with a smartphone. These tags can be used to hold product

information like a unique identification or a link to a website that certifies its legitimacy.

4. Augmented reality (AR): AR technology may be used to create interactive experiences
for consumers, such as virtual tours of a manufacturing site or product demos. This can

assist educate people about a product and make it easier to identify genuine items.

5. Encryption: By encrypting information and producing a digital signature, encryption
may be used to ensure the validity of a product. This can help to validate the authenticity

of a product and make counterfeiting more difficult.

These contemporary methods may be used with classic anti-counterfeiting technology to provide
an extra layer of security for items. Companies and manufacturers may better safeguard their
products from counterfeiting and maintain consumer safety and happiness by staying up to date

on emerging anti-counterfeiting technologies|8].

1.3.2 The increasing demand for anti-counterfeiting solutions in

recent years

In recent years, the need for anti-counterfeiting solutions has has grown tremendously as
counterfeiting has become an increasingly prevalent concern in the worldwide economy. The
advent of e-commerce, as well as the increased ease of producing and distributing counterfeit
items, have all contributed to the problem. As a result, businesses and manufacturers are seeking
for solutions to safeguard their products and trademarks against counterfeiting.

According to a MarketsandMarkets report, the global anti-counterfeiting packaging market
was valued at USD 117.2 billion in 2021 and is projected to reach USD 211.3 billion by 2026,
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growing ata CAGR 12.5% from 2021 to 2026. The market is witness to growth due to increasing
focus of manufacturers on brand protection to reduce counterfeiting[4].

The increasing adoption of anti-counterfeiting technology by companies and manufacturers
is a positive trend, as it helps protect consumers and businesses from the dangers and harms of
counterfeit goods. It also helps protect the integrity of legitimate brands and combat organized

crime groups often involved in counterfeiting activities.

1.4 Need for a Trust System

Despite the introduction of many anti-counterfeit measures, counterfeit items continue to
be a serious concern in the worldwide economy. Because of the limitations and problems of
these procedures, there is a need for a more accurate and transparent method of tracking items
and ensuring their authenticity. This is where a trust mechanism may help.

A trust system is a safe and transparent mechanism to track and authenticate things. Con-
sumers and companies may have confidence that the things they buy and sell are authentic by
implementing a trust system.

Greater transparency, higher security, and improved traceability are among the benefits of a
trust system above standard anti-counterfeit procedures. These advantages make a trust system
an appealing choice for combatting counterfeit goods.

In the next chapter, we will introduce our own anti-counterfeit system based on blockchain
and ontology, which utilizes a trust system to provide a more reliable and transparent way to

track products and ensure their authenticity.

1.5 Advantages of a Trust System

A trust system has a number of advantages over typical anti-counterfeiting systems. Among

these benefits are the following:

1. Greater transparency: A trust system may increase supply chain transparency, allowing
consumers and companies to readily follow the transit of items from the manufacturer to
the end user. This transparency can serve to boost consumer and corporate confidence

and guarantee that the items being offered are authentic.

2. Enhanced security: A trust system can use sophisticated security features like encryption

and digital signatures to secure data kept within the system from illegal access or ma-
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nipulation. This can assist to prevent counterfeit items from accessing the market and

provide a secure method of product authentication.

3. Improved traceability: A trust system may enhance product traceability, allowing firms
to quickly track product movement and detect any possible concerns in the supply chain.
This can aid in the prevention of counterfeit items entering the market as well as the

identification of the source of any problems that do develop.

4. Cost-effective: A trust system may be less expensive than typical anti-counterfeit meth-
ods such as package security features or authentication labels. Once installed, the system
may be quickly scaled to handle more items or users, making it a more efficient and cost-

effective option.

Overall, a trust system can provide a more dependable and transparent method of tracking prod-
ucts and ensuring their authenticity, making it an appealing alternative for countering counterfeit

goods.

1.6 Conclusion

To summarize, counterfeit items pose a huge danger to consumers, businesses, and economies
across the world. While existing anti-counterfeit methods have been deployed, they have lim-
itations and problems, and are frequently insufficient to ensure product authenticity. As a result,
there is a need for a more dependable and transparent method of tracking items and ensuring
their validity. A trust system can help consumers and companies create trust by providing a safe
and transparent mechanism to tackle counterfeit items. In the next chapter, we will present our
unique anti-counterfeit solution based on blockchain and ontology, which has various benefits

over existing approaches.
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CHAPTER 2

BLOCKCHAIN AND ONTOLOGY

2.1 Introduction

Blockchain technology has evolved as a strong and inventive tool for enabling safe and
transparent digital transactions in a variety of areas, including healthcare, supply chain man-
agement, and finance, in recent years. This technique was designed originally for use in cryp-
tocurrencies, but its potential uses have expanded beyond digital money. Blockchain technology
offers a viable alternative for confirming product authenticity and avoiding counterfeiting in
the context of anti-counterfeit measures. Blockchain's distinct characteristics, such as its de-
centralized and unchangeable record, make it perfect for tracing and confirming product origins
along the supply chain.

Furthermore, combining ontology, a field of computer science concerned with the formal
representation of information, with blockchain technology can improve the security and ac-
curacy of the anti-counterfeit system. Blockchain-based anti-counterfeit systems can better de-
tect fraud and maintain transparency by leveraging ontology to generate a consistent and shared
understanding of product information.

In this chapter, we will look at the benefits of blockchain technology and ontology in anti-
counterfeiting efforts, as well as how these two technologies may be combined to provide a more

robust and effective solution for assuring product authenticity.
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2.2 Blockchain Technology

To identify areas where blockchain technology may be applied, one can look for situations
where a middleman is necessary to facilitate trust. Trust is crucial in various areas, such as the
transfer of money, voting, land records, IP rights, and identity. By serving as a trusted record-

keeping system, blockchain software can replace the middleman[10].

2.2.1 Definition of blockchain technology

The concept of Blockchain was appeared in 2008 with the creation of Bitcoin, famously
authored by an unknown individual using the pseudonym Satoshi Nakamoto. Since then, nu-

merous definitions for Blockchain have been put forth, including the following examples:

o A blockchain is a distributed database or ledger that is shared among the nodes of a com-
puter network. As a database, a blockchain stores information electronically in digital
format. Blockchains are best known for their crucial role in cryptocurrency systems, such
as Bitcoin, for maintaining a secure and decentralized record of transactions. The in-
novation with a blockchain is that it guarantees the fidelity and security of a record of

data and generates trust without the need for a trusted third party.[11]

» A blockchain is a peer-to-peer digital ledger of transactions that may be publicly or pri-
vately distributed to all users (and therefore is said to be decentralized and distributed).
Blockchain technology uses cryptography and a consensus mechanism to verify trans-
actions, which ensures the legitimacy of a transaction, prevents double- spending, and
allows for high-value transactions in a trustless environment. A blockchain offers trans-

parency and eliminates the need for intermediaries or third-party administrators.[12]

» A blockchain refers to a decentralized and digital record of transactions that is replicated
in real-time across a network of nodes or computers. Before adding a new transaction
as a block at the end of the chain, all transactions must undergo cryptographic validation
through a consensus mechanism executed by the nodes. The absence of a central authority
that approves transactions is why blockchain is also known as a trustless peer-to-peer

mechanism.[13]

« A blockchain is a continuously growing chain of interconnected blocks that store trans-
actions. This platform uses a decentralized approach, enabling the distribution of in-

formation so that every piece of data has shared ownership.[14]
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2.2.2 History of blockchain

The impact of blockchain technology on various sectors, including finance, manufacturing,
and education, makes it one of the most significant innovations of the 21st century. However,
what many don’t realize is that the history of blockchain dates back to the early 1990s.

1991: Stuart Haber and W. Scott Stornetta publish a paper on a cryptographically secured chain
of blocks, which laid the groundwork for what would become the blockchain technology.[15]
1992: Merkle Trees were incorporated into the design, which makes blockchain more efficient
by allowing several documents to be collected into one block. Merkle Trees are used to create
a ’secured chain of blocks.’ It stored a series of data records, and each data records connected
to the one before it. The newest record in this chain contains the history of the entire chain.[16]
2004: computer scientist and cryptographic activist Hal Finney (Harold Thomas Finney II) in-
troduced a system called RPoW, Reusable Proof Of Work. The system worked by receiving a
non-exchangeable or a non-fungible Hashcash based proof of work token and in return created
an RSA-signed token that could then be transferred from person to person.[17]
2008: Satoshi Nakamoto conceptualized the theory of distributed blockchains. He improves
the design uniquely to add blocks to the initial chain without requiring them to be signed by
trusted parties. The modified trees would contain a secure history of data exchanges. It utilizes
a peer-to-peer network for timestamping and verifying each exchange. It could be managed au-
tonomously without requiring a central authority. These improvements were so beneficial that
makes blockchains as the backbone of cryptocurrencies.[16]
2009: On January 3rd 2009, the Bitcoin network was created when Satoshi Nakamato (the
project's mysterious creator) mined the “Genesis” block. The 50 bitcoin coinbase reward is
unredeemable, as it was omitted from the transaction database. This means any attempt to
spend it would be rejected by the network. Whether this was intentional or not still remains
unknown.[18]
2013: Vitalik Buterin, a programmer and a co-founder of the Bitcoin Magazine stated that Bit-
coin needed a scripting language for building decentralized applications. Failing to gain agree-
ment in the community, Vitalik started the development of a new blockchain-based distributed
computing platform, Ethereum, that featured a scripting functionality, called smart contracts.
Smart contracts are programs or scripts that are deployed and executed on the Ethereum
blockchain, they can be used for example to make a transaction if certain conditions are met.
Smart contracts are written in specific programming languages and compiled into bytecode,

which a decentralized Turing-complete virtual machine, called the Ethereum virtual machine
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(EVM) can then read and execute.

Developers are also able to create and publish applications that run inside Ethereum blockchain.
These applications are usually referred to as DApps (decentralized applications) and there are
already hundreds of DApps running in the Ethereum blockchain, including social media plat-
forms, gambling applications, and financial exchanges.

The cryptocurrency of Ethereum is called Ether, it can be transferred between accounts and
is used to pay the fees for the computational power used when executing smart contracts[17].
2015: The first version of the Ethereum blockchain is released, and the first Initial Coin Offering
(ICO) takes place on the Ethereum platform.[19]

2018: Many countries begin to regulate cryptocurrencies, and several major companies an-
nounce plans to use blockchain technology for various purposes.[20]

2021: The value of Bitcoin and other cryptocurrencies reaches new highs, and many major fi-
nancial institutions begin to offer cryptocurrency-related services. Governments and regulatory

bodies also increase their scrutiny and oversight of the industry.[21]

2.2.3 Blockchain architecture

The Blockchain technology is structured as a sequence of blocks containing transactions
arranged in a specific order. Each block stores transaction data and is linked to the preceding
and succeeding blocks, forming a chain. The architectural elements of Blockchain were initially
standardized and later modified by different companies, resulting in various projects such as Bit-
coin, Ethereum, Hyperledger, among others. These projects share the fundamental components

of Blockchain architecture, as depicted in Figure 2.1.

Block i Block i+1 Block 1
Block Header Block Header Block Header
Transaction Transaction Transaction
Transaction J Transaction Transaction
Hash Hash Hash

Hash eiocki = H(Block i-1)

Figure 2.1: Blockchain structure [22]

2.2.3.1 Transaction

Transaction is a digital record of a transfer of data or value between two or more parties.
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Transactions are at the core of blockchain technology and are the building blocks of the dis-
tributed ledger.

A transaction in a blockchain network typically includes the following components:

o Inputs: The inputs represent the funds or assets being transferred in the transaction. In
a cryptocurrency transaction, the inputs consist of unspent transaction outputs (UTXOs)

from previous transactions.

o Outputs: The outputs represent the destination addresses where the transferred funds or
assets are being sent. Each output specifies the amount being sent and the public key or

address of the recipient.

« Digital signature: To verify the authenticity and integrity of a transaction, it is digitally

signed using the private key of the sender.

o Transaction ID: Each transaction is assigned a unique identifier, called a transaction ID
or TXID, which is used to track and verify the status of the transaction on the blockchain

network.

Once a transaction is initiated, it is broadcast to the network of nodes for validation and con-
firmation. The nodes in the network use consensus mechanisms to verify the validity of the
transaction and add it to the blockchain ledger. Once a transaction is confirmed and added to
the blockchain, it becomes immutable and cannot be altered or deleted.

Overall, transactions in blockchain technology provide a secure, transparent, and decentralized
way to transfer data and value between parties without the need for intermediaries or central

authorities.

2.2.3.2 Blocks

Blocks in a blockchain contain a set of transactions that have been validated and verified
by the network of nodes. Once a block is added to the chain, it cannot be altered or deleted,
ensuring that the data stored in the blockchain is secure and tamper-proof.

Each block in a blockchain contains a header, which contains metadata about the block, such as
the timestamp, the hash of the previous block, and a nonce (a random number used in the mining
process). The block also contains a list of transactions, each of which includes information about
the sender, recipient, amount, and other details.

To add a new block to the blockchain, a process called mining is used. Miners use powerful

computers to solve complex mathematical problems that validate transactions and create new
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blocks. Once a block is mined, it is added to the blockchain and becomes a permanent part of
the ledger.

Overall, blocks are a crucial component of blockchain technology, as they enable the secure
and transparent recording of transactions on a distributed network without the need for a central

authority or intermediary. Figure 2.2 shows components of block.

Block Number

f Block Header \

Pervious Hash

Time-stamps

Nonce

Current Block Hash

k Merkle Root )

Block Data

(Transactions list T1, T2 .. etc)

Figure 2.2: Components of Block

2.2.3.3 Consensus

Blockchain technology relies heavily on consensus. It is the mechanism through which

nodes in a blockchain network agree on the present state of the blockchain ledger. This agree-
ment assures that all network participants have the same view of the ledger and that no fraudulent
or illegal transactions are included[23]. Consensus methods are meant to withstand assaults like
as double-spending and Sybil attacks, which might jeopardize the ledger's integrity.
Several consensus algorithms, including Proof of Work (PoW), Proof of Stake (PoS), Del-
egated Proof of Stake (DPoS), and Practical Byzantine Fault Tolerance (PBFT), have been de-
veloped and implemented in various blockchain systems. Each algorithm has advantages and
disadvantages, and the consensus mechanism chosen relies on the unique use case and desired
trade-offs between security, scalability, and decentralization.

The PoW algorithm, which is employed in the Bitcoin blockchain, is well-known for its great
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security but also for its enormous energy consumption. The Ethereum blockchain employs the
PoS algorithm, which attempts to minimize energy usage by replacing the energy-intensive min-
ing process with a more efficient staking mechanism. The DPoS method, which is employed
in blockchains such as EOS and BitShares, validates transactions using a limited set of trust-
worthy nodes and is noted for its scalability and speed. Finally, in permissioned blockchains,
the PBFT method is employed for high-speed transactions with a reduced number of trustworthy
nodes[24].

2.2.3.3.1 Proof of work (PoW)

Proof of Work is often referred to as the Nakamoto Consensus[25]. It is an algorithm that takes
exponential time to compute as the complexity increases and can be confirmed in a single hash,
as shown in Algorithm 1. It was popularized by Bitcoin. Proof of Work achieves consensus by
utilizing compute resources. Generally speaking, the consensus is that everyone agrees on the
same issue, such as an election. It chooses who will produce the next block. In PoW, the more
computation resources invested, the more likely the next block will be generated.

Proof of Work, on the other hand, is not merely a random function weighted by computation
capability. The majority of computation on block generation is provided by global mining,
which keeps the blockchain safe. However, PoW is thought to consume too much electricity. It
is because of the enormous incentive of the Bitcoin price. We think that a blockchain with PoW

can be designed for low energy costs and reasonable security[26].

Algorithm 1 Proof of Work [26]
Get miner’s identity id
Get current block’s hash
Get next block’s data
Calculate current difficulty D based on history blocks
Let nonce =0
repeat
if Got other’s new block then
Exit and restart this algorithm based on the new block hash
end if
Let nonce = nonce + 1
. until Hash(hash||data||id||nonce) < D
: Broadcast the new block worldwide

— = =
D = O

2.2.3.3.2 Proof of stake (PoS)
Proof-of-Stake (PoS), a concept first proposed by Sunny Kind and Scott Nadal in 2012, is a

consensus mechanism design that allows network validators to participate in the transaction
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validation process used to maintain the network if they stake or lock the network's token. The
incentives of validators and the network are aligned by forcing validators to lock tokens; a val-
idator wants the network to continue running and would not want to attack the network since the
value of the validator's underlying locked capital would be diminished if a problem occurred.

Proof-of-Stake uses less energy than other methods. Proof-of-Work is so-called because, rather
than requiring processing capacity to solve a mathematical problem, it distributes the authority
to validate transactions among multiple validators depending on the proportion of tokens locked

by each validator[27].

2.2.3.3.3 Proof of authority (PoA)

Proof of Authority (PoA) is a family of permissioned blockchain consensus algorithms that have
gained popularity due to increased performance over traditional BFT algorithms due to lighter
message exchanges. PoA was first proposed as a component of the Ethereum ecosystem for
private networks.

The authorities are a group of N trustworthy nodes that PoA algorithms rely on. Each au-
thority is identifiable by a unique id, and a majority of them, meaning at least N/2 + 1, are
presumed to be honest. To order the transactions issued by clients, the authorities conduct a
consensus. Consensus in PoA algorithms is based on a mining rotation scheme, a commonly
used method for distributing block generation duty fairly across authority. Time is separated by

stages, each of which has a mining leader elected[28].

2.2.3.4 The Hash

Hash function or also known as one-way function (one-way-function), message digest, fin-
gerprint, compression function, and message authentication code (MAC)[29]. A hash function
is a mathematical function that converts input of variable sizes into output, which is generally a
set length hexadecimal. Hash is often written using a mix of numbers (0 to 9) and letters (a to
f). The hash value or message digest is the result of the hash function.[30].

The hash connects each block on the Blockchain to the preceding block. As a result, the entire
Blockchain transaction cannot be modified or removed. As a result, the Blockchain is protected
from hacking.

To minimize space, direct note stores simply the hash rather than the assets or note on the
blockchain. The increased number of nodes in blockchain allows for higher energy and stor-
age expenses while also increasing security[31].

The blockchain data structure is unchangeable and can only be added to. Every data in this
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Blockchain is linked to one another; if one of the data blocks changes, it will affect the next

data.

2.2.3.5 Miners or nodes

The nodes, known as miners, compete to solve a difficult cryptographic puzzle using a
brute force search technique. The first miner to find a way to include pending transactions
in a block gets rewarded with newly minted crypto-coins. This incentive compensates for the

operational costs of mining, which are mostly caused by the use of power[32].

2.2.3.6 The Chain

The blocks are linked together by each including the hash digest header of the previous
block, constituting the blockchain.If a previously released block was modified, the hash would
be different.As a result, all subsequent blocks will have different hashes since they contain hash-
ing from the prior block. This allows for the detection and rejection of changed blocks. Figure

2.3 depicts a generic block chain[33].

I I

Block Data Block Data Block Data
(Transaction List, etc.) (Transaction List, etc.) (Transaction List, etc.)

Block01 Block02 Block03

Time

Figure 2.3: Generic chain of blocks[34].

2.3 Ontology

Ontology is a philosophical field that studies the nature of existence and the links be-
tween things. Ontology is a systematic and formal technique of representing information about
a domain in computer science. Ontology is significant in the context of blockchain technology
because it defines the meaning and connections of data recorded on the blockchain.

Ontology provides a method for modeling the entities and relationships in a system, such as
data types, attributes, and the rules that govern their interactions. Ontology helps to guarantee
that data is consistent and interoperable across multiple systems and applications by providing

a standard vocabulary and set of rules.
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Ontology can be used to specify the categories of items, their attributes, and the rules con-
trolling their distribution and authentication in the context of anti-counterfeit systems. An on-
tology for pharmaceutical items, for example, may include information about the producer, the
active chemicals, and the suggested dose, as well as criteria for confirming the product's le-
gitimacy.

Anti-counterfeit systems may ensure that information is accurate, consistent, and trustworthy
by employing ontology to describe the structure and meaning of data on the blockchain. This

can assist to develop confidence among stakeholders and ensure the system's integrity[36, 37].

2.3.1 How ontology is used in Blockchain technology

One use of ontology in blockchain technology is in supply chain management. It is feasible
to readily identify and monitor items as they move through the supply chain by developing a
consistent ontology for the products being tracked. This can assist to prevent counterfeiting and
assure the authenticity of items, which is vital in industries like as medicines and luxury goods.

Another use of ontology in blockchain technology is in the field of identity management. Itis
feasible to develop a more secure and trustworthy identity verification system by employing an
ontology-based approach to establishing and maintaining identities. This is especially crucial in
applications such as financial services, where precise and reliable identity verification is critical
for regulatory compliance and fraud prevention.

Ontology can potentially play an important role in the development of blockchain-based de-
centralized applications (dApps). These dApps run on a blockchain network with no centralized
point of control. Using ontology, developers can create a standardized framework for specifying
the rules and interactions between the application's various components. This can assist to make
the development process more efficient and productive while also ensuring that the dApp runs
smoothly and safely. Developers may use ontology to create dApps that give unique and in-
ventive answers to a variety of real-world situations[38, 39].
becomes possible to create more intelligent and sophisticated systems that can make better use

of the data they collect.

2.3.2 Benefits of ontology in anti-counterfeiting systems

Ontology, as a knowledge representation and semantic web technology, has several ben-
efits when applied to anti-counterfeiting systems. One of the primary advantages is its ability

to facilitate interoperability between different systems and data sources, enabling seamless data
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sharing and collaboration between stakeholders. This interoperability can help to increase the
efficiency and accuracy of anti-counterfeiting measures, as well as reduce the risk of errors and
discrepancies in data.

Another advantage of using ontology in anti-counterfeiting systems is that it allows for au-
tomated reasoning and decision-making. Ontology may help automated systems make more
educated judgments based on available data by specifying the relationships and rules between
distinct ideas and things. This can assist to lessen the danger of human mistake while also
speeding up the identification and reaction to counterfeit items.

Overall, ontology has substantial benefits in anti-counterfeiting systems, and it may assist
to increase the efficiency, accuracy, and efficacy of anti-counterfeiting methods. Ontology may
provide a standardized and interoperable framework for data sharing, decision-making, and ma-
chine learning by utilizing the power of semantic web technologies, allowing stakeholders to

collaborate more effectively to tackle the rising issue of counterfeit products.

2.3.3 Challenges and limitations of ontology in blockchain-based

anti-counterfeiting systems

Anti-counterfeiting systems that use ontologies provide various advantages in the battle
against counterfeit goods. Nonetheless, these systems present a number of challenges and lim-
itations that must be considered.

The development of an ontology capable of effectively capturing the intricate relationships
between the various entities participating in a supply chain is one of the most challenging issues.
This necessitates a thorough awareness of the business processes involved, as well as extensive
domain-specific knowledge. Furthermore, the ontology must be designed in such a way that it
allows for scalability and interoperability with other systems.

Another challenge is the maintenance and updating of the ontology. As the supply chain and
the products involved evolve over time, the ontology needs to be regularly updated to ensure
that it remains accurate and relevant. This can be a time-consuming and expensive process.

Furthermore, we must consider the risks associated with using an ontology-based system.
One such danger is the potential breach of data privacy. This is because, in order to identify
counterfeit items, the system may need to access sensitive information such as product designs,
manufacturing methods, and distribution routes. Sharing such information may be a source of
worry for certain firms.

Despite these challenges, ontology-based anti-counterfeiting systems have great potential in
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preventing the spread of counterfeit products. The benefits of using ontology in blockchain-
based anti-counterfeiting systems outweigh the challenges, making it a promising technology in

the fight against counterfeit products.

2.4 Smart Contracts

A smart contract is a computer program that performs the terms contained inside it and is
stored on the decentralized blockchain network. The contract is only activated when an external
event or a predetermined condition triggers it. Smart contracts can be written in Solidity, Ser-
pent, or LLL, contract-oriented high-level languages designed for the Ethereum Virtual Machine
(EVM). The Ethereum Virtual Machine (EVM) is a Turing complete program that operates on
the Ethereum network. Given enough time and memory, it allows anyone to run any program
written in any programming language. We picked Solidity to create our smart contracts for our
implementation. Solidity is statically typed and, among other things, enables inheritance, li-
braries, and sophisticated user-defined types. Figure 2.4 shows how the solidity compiler (solc)

creates byte-level code for an input smart contract that can be deployed using the EVM[35].

Compile and Deploy Solidity Contract

Figure 2.4: Deploying a Smart Contract on Blockchain[35].

2.5 Conclusion

In this chapter, we looked at how blockchain and ontology technologies may be utilized to
tackle the problem of counterfeit goods. The obstacles and constraints of incorporating ontology
in blockchain-based anti-counterfeiting systems, such as the necessity for a uniform ontology
and the difficulty of ontology integration, were explored.

In conclusion, the integration of blockchain and ontology has the potential to transform

the battle against counterfeit items. Despite some challenges, the benefits of using these tech-
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nologies far outweigh the costs. We may anticipate to see more new solutions that will improve

the marketplace's safety and reliability by harnessing the capabilities of blockchain and ontology.
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CHAPTER 3

DESIGN OF THE SYSTEM

3.1 Introduction

In this chapter we will dig into the complexities of constructing the anti-counterfeit blockchain-
based system that we presented in previous chapters . The solution was created to solve the grow-
ing issues of detecting counterfeit items by leveraging blockchain technology and ontology. We
will examine the system's many components in depth, including the web application that al-
lows for account administration and inventories addition, the mobile application that allows for
inventory verification. Furthermore, we will look at the design considerations and roadblocks
found throughout the development process. The inspiration for this chapter derives from the
necessity to thoroughly understand the system's architecture and how it functions in order to
create a safe and trustworthy supply chain solution. By the end of this chapter, you will have a

deeper understanding of how the system was designed and how it operates.

3.2 Motivation

What are the challenges in detecting counterfeit products?

Consumers and companies confront various obstacles in detecting counterfeit items, in-
cluding a lack of openness in the supply chain, difficulty determining product authenticity, and
the ease with which products may be replicated. These difficulties can result in reputational

impact, financial loss, and potential harm to end users as we discussed before.
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How can blockchain be used to create a trusted anti-counterfeit
system?

By providing a decentralized, tamper-proof ledger that records all transactions between
members, blockchain technology can help to construct a trustworthy and transparent supply
chain system. This generates an indelible record of the product's path from origin to end user,

confirming its validity and integrity.

What is the role of ontology in developing anti-counterfeiting

solutions?

Ontology plays a significant role in developing anti-counterfeiting solutions by providing
a formal framework for describing the relationships between various entities in the system, such
as products and certificates. This enables the creation of a standardized and machine-readable

format for the data, facilitating its efficient sharing and processing.

How can SWRL rules help ensure that only authentic products
are added to the blockchain?

SWRL rules can help ensure that only authentic products are added to the blockchain by
specifying the conditions that a product must meet to be considered genuine. For example, a rule
may state that a product must have a unique serial number and be manufactured by an authorized

factor to be added to the blockchain.

What are the potential benefits of using a blockchain-based anti-

counterfeiting system with ontology?

Using a blockchain-based anti-counterfeiting system with ontology can bring numerous
benefits, such as increased transparency and trust in the supply chain, better protection against
counterfeit products, reduced costs related to fraud and product recalls, and improved customer
satisfaction. By utilizing the immutable nature of blockchain and the semantic knowledge rep-
resentation of ontology, businesses can create a reliable and secure ecosystem where every par-

ticipant can easily and quickly verify the authenticity of products.
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3.3 System Architecture

In this section we will take an overview of the structure of the system and then delve into
its parts in detail. we can better appreciate how the various components work together to create

a trusted and transparent anti-counterfeit system.

3.3.1 Global overview

Our system is made up of several components that work together to produce a trusted
and transparent system. The system's core is blockchain technology, which is used to store
information about inventories (products, certificates) and their legitimacy in a decentralized and
tamper-proof way. This data is maintained through a web application that allows businesses to
establish accounts and add items after verifying them against an ontology model using SWRL
rules. Consumers may then use a smartphone app to scan the QR code of the inventories and

verify its validity using the information recorded on the blockchain.

Admins

/
000

W

Blockchain

Ontolagy and

reasoner layer Backend Mobile app Clients
Web Interface
[T *]l i hed
] Tt & ¥ S S
o Accepted & z ki
- - _, = e g —
— =) E% = S «

(@)

Figure 3.1: Global overview of the system.

The figure 3.1 shows three main actors which are:

« Admins: Have a direct access to the system through dashboard, Their role is represented
by the approval or rejection of the customers's accounts based on proof of the identity,

web application management and provide a customer support.

o Customers: They can access the system through a web interface, It provides the ability
to sign up and place an order to join the system, They also can add their products or

certificates to be confirmed.

» Clients: We provides a mobile application that have the ability to scan the QR codes and
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send its information to the system through a backend then it returns whether the inventory

is genuine or not based on its existence on blockchain.

3.3.2 Architecture of each subsystem

The system represents a set of modules, so we will illustrate all these units.

3.3.2.1 Registration

This process is concerned with customers who want to authenticate their products or cer-
tificates.
First of all, The customer has to sign up as usually with email and password, After that, he
has to place an order to confirm his identity by providing a real documents. When the identity
is successfully verified, a smart contract is published in the blockchain by that he can add his

inventories to be authenticated, as shown in Figure 3.2.

Customers Web Interface Admins Blockchain
Bl
o ™
 — fu] L
. . — a A Publish smart
(@) 0O () — Signup/ join order —M—ﬁ — Verify identity =< [ ‘ —
= ] “. Ll contract

Figure 3.2: Registration process.

In the joining order process, the customer should verify his MetaMask wallet as an additional

layer to validate the customer and it will be used whenever he going to add an inventory.

3.3.2.2 Adding an inventory

Once the customer has created a verified account, they can start adding their inventories
through a series of stages that have been designed to ensure the authenticity and validity of the
information being added. The first stage involves validating the MetaMask wallet that has been
linked during the account creation process this stage ensures only the customer can add any
inventory under their company name, and no one can manipulate the system. If the wallet val-
idation failed, the process will be denied. If it's successful, the process will move on to the next
stage which involves adding the main information of inventory, such as product specification
and certificate details to validate it through ontology layer using pre-defined SWRL rules (we
will delve in it in separated section). If it's failed, the process will be failed. Otherwise, it will
move on to the last stage which is hashing the information and then store it as plain text in

blockchain with its hashed value to ensure security and tamper-proofing.
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Once all the stages have been completed, the system generates a QR Code that can be in-
cluded in the inventory (product or certificate). This QR Code contains all the necessary in-
formation about the inventory that has been added to the blockchain, and clients can use it to
verify the authenticity of the product using the mobile application as shown in Figure 3.3. This
multi-stage process ensures that only authentic and verified information is added to the system

and that the supply chain remains transparent and secure.
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Ontology layer
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Figure 3.3: Adding inventory process.

3.3.2.3 Ontology layer

We have integrated an ontology layer in our system to enhance its effectiveness and combat
counterfeiting. The role of this layer is to ensure the correctness of the information entered to
ensure that a real inventory is recorded and to reduce as much as possible the possibility of
forgery. The following table 3.1 shows some of the counterfeiting scenarios that our system can

effectively prevent.

Scenario Actor

corrupt employee/teacher issues a certificate without submitting the Employee/teacher
assignments or required studies done.

Hacker get into the university /company system and add certificate. Hacker

Company officials insert wrong data of the origin product. Company officials

Company officials insert one origin product, and then after the system Company officials
generates the QR-code the official print it on many products with the
same Specs.

Table 3.1: Possible fraud scenarios
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To delve into how the ontology layer works, Figure 3.4 shows the structured knowledge
framework that captures and defines domain-specific concepts, such as product attributes, cer-
tifications and the different actors. Table 3.2 illustrate the different properties with its types in

the mentioned concepts.

/

“® ProductToValida
CertificateToVa -
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. “ i w
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* @ Certificate

9 Assignment \\ 7
P9 Cerificaterold |
Figure 3.4: Ontology structure
Property Type Domain
Brand xsd:string Product or ProductToValidate
Model xsd:string Product or ProductToValidate
IdProduct xsd:integer Product or ProductToValidate
CompanyName xsd:string Company
CertificateTitle xsd:string Certificate or CertificateToValidate
IdCertificate xsd:integer Certificate or CertificateToValidate
IssueTimestamp xsd:integer Certificate or CertificateToValidate
FirstName xsd:string Person
LastName xsd:string Person

Table 3.2: Object properties

As we can see, we defined a conception for each inventory that our system deals with (cer-
tificates and products) and two other concepts for valid inventory and for invalid. We used
the Pellet reasoner! to take advantage of its effectiveness in classification based on pre-defined
rules. The SWRL rule presented in Listing 3.1 is designed to validate certificates in our system.
The rule specifies the conditions that must be satisfied for a certificate (?¢) and its corresponding

certificate to validate (?¢v) to be considered valid.

1Pellet: is an open-source Java based OWL 2 reasoner.

33



Chapter 3 Design of The System

CertificateToValidate(?cv) ~ Certificate(?c) ~ holdBy(7cv, 7a) ~ holdBy(7c,
?a) - IdCertificate(?c, 7idC1) ~ IdCertificate(?cv, 7idC2) ~
Certificate_title(?7c, ?tl) ~ Certificate_title(?cv, 7t2) ~
issue_timestamp (?c, 7datel) ~ issue_timestamp(?cv, 7date2) ~ swrlb:equal
(?7datel, ?date2) ~ swrlb:equal(?7idCl, 7idC2) ~ swrlb:
stringEqualIgnoreCase(7tl, ?7t2) -> Valid(7cv)

Listing 3.1: SWRL rule for validating certificates

The rule specifies the conditions that must be satisfied for a certificate (?¢) and its cor-
responding certificate to validate (?cv) to be considered valid.
The rule checks various properties of the certificates, including the holder (holdBy), the ID of the
certificate (IdCertificate), the title of the certificate (Certificate _title), and the issue timestamp
(issue_timestamp). It ensures that the holdBy relationship is established for both the certificate
and its corresponding certificate to validate, and that the ID, title, and issue timestamp of both
certificates are equal.
Additionally, the rule utilizes built-in SWRL functions such as swrlb:equal to compare values
and swrlb:stringEquallgnoreCase to perform case-insensitive string comparison.
If all the conditions specified in the rule are met, the conclusion is reached that the certificate to
validate (?¢v) is valid, and the Valid relation is inferred.

The second SWRL rule, depicted in Listing 3.2, is designed to validate products in our sys-
tem. This rule ensures that a product (?p) and its corresponding product to validate (?pv) are

considered valid based on certain conditions.

Product (?p) ~ ProductToValidate(?pv) ~ manufacturedBy(?7p, ?m) ~
manufacturedBy (?pv, ?m) ~ IdProduct(?p, ?7idP1) ~ IdProduct(?pv, ?7idP2) ~
Brand (?p, ?bl) ~ Brand(?pv, ?b2) ~ swrlb:stringEqualIlgnoreCase(?bl, 7b2
) ~ Model(?p, 7ml) ~ Model(?pv, ?m2) ~ swrlb:equal(?7idP1, 7idP2) ~ swrlb

:stringEquallgnoreCase(?ml, 7m2) -> Valid(7pv)

Listing 3.2: SWRL rule for validating products

The rule checks several properties of the products, including the manufacturer (manufacturedBy),
the ID of the product (IdProduct), the brand (Brand), and the model (Model). It verifies that the
manufacturedBy relationship is established for both the product and its corresponding product
to validate. It also ensures that the ID and brand of both products are equal, as well as the model.
Similar to the previous rule, this rule utilizes built-in SWRL functions such as swrlb:equal for
value comparison and swrlb:stringEquallgnoreCase for case-insensitive string matching.

If all the conditions specified in the rule are met, the conclusion is reached that the product to

validate (?pv) is valid, and the Valid relation is inferred.
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These two rules plays the crucial role in our ontology layer for ensuring the validity and

authenticity of inventories.

3.3.2.4 Verifying an inventory

When a client wants to verify the authenticity of an inventory (product or certificate), they
can use the mobile application to scan the QR code on the inventory. The application will then
extract the information encoded in the QR code and send it to the backend and then it will contact
the blockchain and search for the corresponding inventory information on the blockchain. If the
inventory information exists on the blockchain and is validated as authentic based on the SWRL
rules and ontology model, the application will display a message indicating that the product is
genuine. Ifthe product information is not found on the blockchain or fails the validation process,
the application will display a message indicating that the product may be counterfeit. Figure 3.5

sums it all up.

Blockchain Backend Mobile app Client
o e
Check existence —: T T +—— Send infos = +——— Scan Qr-Code
Results 3 é’:' _____ “,_ Results — A%~ || Genuine or not —»

Figure 3.5: Verifying inventory process.

3.4 Conclusion

In conclusion, the design of our anti-counterfeit blockchain-based system with ontology
has been carefully thought out to address the challenges of counterfeiting the inventories (prod-
ucts and certificates). By utilizing blockchain technology and ontology, the system ensures the
transparency and authenticity of inventories, while SWRL rules provide additional validation of
the product's authenticity. while the blockchain network ensures the security and immutability
of the data stored. The system architecture and various components work together seamlessly
to create a robust anti-counterfeit system that benefits both businesses and consumers alike. In

the next chapter we will talk more clearly about the implementation of the system.
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CHAPTER 4

IMPLEMENTATIONS AND RESULTS

4.1 Introduction

In the previous chapter, we covered the architecture and various components of the Au-
thentiQatoR system. This chapter will focus on the implementation of the system itself. Firstly,
we will present the tools and programming languages used to construct our system. Following

that, we will delve into the key components that make up our system.

4.2 Development Tools

Our system was developed on Laptop Lenovo z41-70 80k5 Processor Intel® Core™ i7-
5500U CPU @ 2.40GHz, 4 Core(s), 8 Logical Processor(s), RAM 16 Go of memory and SSD
120 GB. Operating system Kali GNU/Linux 2022.2 x64.

4.2.1 Web app development tools

The tools we used to develop the web app are listed below.

4.2.1.1 Visual Studio Code

Visual Studio Code is a lightweight but powerful source code editor which runs on your
desktop and is available for Windows, macOS and Linux. It comes with built-in support for

JavaScript, TypeScript and Node.js and has a rich ecosystem of extensions for other languages
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and runtimes (such as C++, C#, Java, Python, PHP, Go, .NET)[40]. We chose VSCode as a IDE

because it's free and open-source.

Figure 4.1: Visual studio code logo[40].

4.2.1.2 Laravel

Laravel is a web application framework with expressive, elegant syntax. A web framework
provides a structure and starting point for creating your application, allowing you to focus on
creating something amazing while we sweat the details.

Laravel strives to provide an amazing developer experience while providing powerful fea-
tures such as thorough dependency injection, an expressive database abstraction layer, queues

and scheduled jobs, unit and integration testing, and more[41].

Figure 4.2: Laravel’s logo[41].

4.2.1.3 Ganache

Ganache is a personal blockchain for rapid Ethereum and Corda distributed application de-
velopment. You can use Ganache across the entire development cycle; enabling you to develop,
deploy, and test your dApps in a safe and deterministic environment.

Ganache comes in two flavors: a Ul and CLI. Ganache Ul is a desktop application supporting

Ethereum and Filecoin technology. It offers:
« console.log in Solidity
o Zero-config Mainnet and testnet forking
o Fork any Ethereum network without waiting to sync
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Ethereum JSON-RPC support

» Snapshot/revert state

o Mine blocks instantly, on demand, or at an interval

» Fast-forward time

» Impersonate any account (no private keys required!)

« Listens for JSON-RPC 2.0 requests over HTTP/WebSockets
o Programmatic use in Node.js

o Pending Transactions [42]

Figure 4.3: Ganache’s logo[42].

4.2.1.4 Brownie

Brownie is a Python-based development and testing framework for smart contracts tar-

geting the Ethereum Virtual Machine. It offers:

Full support for Solidity and Vyper

« Contract testing via pytest, including trace-based coverage evaluation

« Property-based and stateful testing via hypothesis

» Powerful debugging tools, including python-style tracebacks and custom error strings
 Built-in console for quick project interaction

 Support for ethPM packages [43]
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Figure 4.4: Brownie’s logo[43].

4.2.1.5 Protégé

Protégé is a free, open-source platform that provides a growing user community with a suite

of tools to construct domain models and knowledge-based applications with ontologies[47].

Figure 4.5: Protégé’s logo[47].

4.2.2 Android app development tools

The tools we used to develop the android app are listed below.

4.2.2.1 Android studio

Android Studio is the official Integrated Development Environment (IDE) for Android
app development. Based on the powerful code editor and developer tools from IntelliJ IDEA ,
Android Studio offers even more features that enhance your productivity when building Android

apps, such as:
« A flexible Gradle-based build system
A fast and feature-rich emulator
o Aunified environment where you can develop for all Android devices

« Apply Changes to push code and resource changes to your running app without restarting

your app

o Code templates and GitHub integration to help you build common app features and import

sample code
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» Extensive testing tools and frameworks
« Lint tools to catch performance, usability, version compatibility, and other problems
e C++and NDK support

o Built-in support for Google Cloud Platform, making it easy to integrate Google Cloud

Messaging and App Engine [44]

Figure 4.6: Android studio logo[44].

4.2.2.2 Flutter

Flutter is an open source framework by Google for building beautiful, natively compiled,

multi-platform applications from a single codebase.[45].

«

Figure 4.7: Flutter’s logo[45].

4.2.2.3 MetaMask

MetaMask is an extension for accessing Ethereum enabled distributed applications, or
"Dapps" in your browser. The extension injects the Ethereum web3 API into every website's
javascript context, so that dapps can read from the blockchain. MetaMask also lets the user
create and manage their own identities (via private keys, local client wallet and hardware wallets
like Trezor™), so when a Dapp wants to perform a transaction and write to the blockchain, the

user gets a secure interface to review the transaction, before approving or rejecting it[46].
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ey

Figure 4.8: MataMask’s logo[46].

4.3 Implementation and Realization of The System

This section of the chapter provides a detailed description of our AuthentiQatoR system,

supported by its various interfaces.

4.3.1 System overview

The anti-counterfeit blockchain-based system we built is a complete solution that handles
the issues of counterfeit products and certificates. It is made up of multiple linked components
that function in unison.

The blockchain network is at the center of the system, acting as a decentralized and tamper-
proof ledger for storing inventories information. This blockchain network provides data im-
mutability and transparency, making it very secure and trustworthy.

Every company or concerned party that wants to protect its inventories must register in the
system to have a smart contract in blockchain network. This smart contract contains three main

parties as shown in Figure 4.9.
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Certification struct Product struct

/ Certification struct
Certificate {
title;

/ Product struct
Product {
brand;
model;
description;
manufactuerName;
manufactuerTimestamp;

holderFName;

holderLName;

description;
issueTimestamp;

O~k W =
O~k WM =

(a) (b)

Company Information

/ Company information.
cName ;

cEmail;

cPhone ;

phyAddress;
private walletAddress;
private registerTimestamp;

(c)

Figure 4.9: Company contract

The Figure 4.9 consists of three sub-figures that provide a detailed description of the com-
pany smart contract code used in our system.

In the first sub-figure, Figure 4.13a, the Certification struct is defined. It includes fields such
as the title of the certificate, the first name and last name of the certificate holder, a description
of the certificate, and the timestamp when the certificate was issued.

In the second sub-figure, Figure 4.13b, the Product struct is defined. It contains fields re-
lated to a specific product, including the brand, model, description, manufacturer name, and the
timestamp when the product was manufactured.

The third sub-figure, Figure 4.9¢, provides information about the company. It includes fields
such as the company name, email, phone number, physical address, wallet address, and the
timestamp when the company registered within the system.

When a company gets a verified account it means there's a copy of this smart contract de-
ployed in the blockchain network under the name of this company. Now it can add its products
or certificates through the steps that we discussed earlier.

As we saw before, the first step to add an inventory is verifying the MetaMask wallet as the

first layer of validation. the system ensures that the MetaMask wallet associated with the com-
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pany account is verified before going on to the next step of adding inventory to the blockchain.

The following code snippets demonstrates the process.

Get message to verify

/ Generate message to verify.
public function getVerifyMessage()

1

$nonce = \Str::random();

Smessage = "Sign this message to confirm you own this wallet address. This action will not cost any gas fees.\n\nNonce: " . S$nonce;

ession()->put('sign_message', Smessage);

©COVONO AR WN 2

return $message;

Figure 4.10: Generate message to verify.

The first method Figure 4.10 generate a message contains random string and then send it to
the user to sign it via MetaMask wallet in other side it store the message in the session.

The second method Figure 4.11 receives the signed message from the user and the address
after that it sign the same message that has been stored in the session using the address through
the same hashing method and then compare it with signed one from the user, if they're equal it

means the wallet is verified otherwise it's not.

Verify the signed me:

/ Verify the message

public function verifyMessage(Request $request): String

‘

1

Sresult = $this->ver ignature(session()->pull('sign_message'), $request->input('signature'), Srequest->input('address'));

ScustomerId = Auth::guard(’customer')->user()->id;
if (Sresult) {
Sr = $th authWallet($request->input(‘address'), $customerId);
return $
return redirect()->b ()->with('success', 'Your wallet has been successfully verified.');

®w oA WA

)

}
return redirect()->back()->with('error’, 'Your wallet has not been verified!');
\
}
protected function verifySignature(string Smessage, string $signature, string $address): bool
{
Shash

$sign

Keccak: :hash(sprintf("\x19Ethereum Signed Message:\ ", strlen($message), Smessage), 256);
[

' => substr($signature, 2, ,

' => substr($signature, 6 4)

IE

$recid = ord(hex2bin(substr($signature, 136, 2

if (Srecid != (Srecid & 1)) {
return false;

Spubkey = (new 'secp256k1'))->recoverPubKey($hash, $sign, $recid);
S$derived_address = 'Ox' . s r(Keccak : thash(substr (hex2bin($pubkey->

return (\Str::lower($address) === $derived,address);

Figure 4.11: Verify signed message.

In the second layer of validation, the user will be asked to enter the inventory's details in

custom web page to validate it through the second layer of ontology. The code below Figure 4.12
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shows how the system passes inventory's details to the ontology layer to be classified through
pellet reasoner and await for results, if it's validated then the system move to the next step of

process, otherwise the process will be fail and the inventory will be denied.

o Send data to ontology layer [ ] Send data to ontology layer

public function validateProduct(Sdata) public function validateCertificate($data)

Sprocess = new Process( Spr['ocess = new Process(
[
'python3",
storage_path() . '/onto/isValidProduct.py',
Sdata['brand' |,
Sdata[ "'model’ ],
Sdata[ 'idProduct' ],
Sdatal ' companyName ' |

'python3",
storage_path() . '/onto/isValidCert.py',
Sdata['title'],
Sdata['hFirstName' ],
Sdata[ 'hLastName'],
Sdata[ 'certId'],
: Sdatal 'date’ |
: 1)

Sprocess->run(); Sprocess->run();

if (!$process->is essful()) { if (!$process-> 110)) {

throw new ProcessFailedException($process); throw new Proces ception(Sprocess);
} }
Sresult = Sprocess->get ut(); Sresult = $process->ge put();
return Sresult; return $result;

(a) (b)
Figure 4.12: Send data to ontology layer

Figure 4.13 is a code snippets of python that shows how pellet reasoner classify inventories

and return whether it's valid or invalid.

ef getCompany( ), e): ef getStudent (o e
for 1 in onto.Cc i ): for 1 in ertificateHolde )
t_name in i.lastNe 1 le in i.FirstName:

return "'

ef verifyProduct(brand, model, idProduct, c e): ef verifyCertificatel(
onto = get_ontology(" / ") - load( onto = get_ontology("<

company=getCompany (onto, cname=companyName ) student1=getStudent(onto, holder_last_name=last_name, holder_first_name=first_name)

if company = '': 5 if studentl != '
cert = onto.ProductToValidate( cert = onto.CertificateToValidate(

str(idProduct)+'product’, 7 tr(number)+'cert',
ce = onto,
manufacturedBy = [company],
IdProduct=[idProduct], IdCertificate=[number],
Brand=[brand], 2 Certificate_title=[title],

0logy.owl")
y_values = True,
.search(type=onto.Valid)
t in list:
urn 'Valid'

inValid'
else: return 'inValid'

(a) (b)
Figure 4.13: Classifying inventories with pellet

Once the inventory verified through the two layers it will be ready to be added to the blockchain,
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the system takes all required data of inventory that has been entered and passes it to data con-
troller to make sure it doesn't contains any suspicious inputs, then all data is combined in one
string and that string is hashed to get a unique id of the inventory in the blockchain, after that the
system passes all inventory's data and the last hash (uid) to the blockchain to be stored. Once
it stored successfully, the system generate a QR code contains the hash (uid), company smart
contract address and the type of inventory (product or certificate), this QR code will be returned

to company account manager to be added to inventory. Figure 4.14 demonstrates the process.
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Storing inventory
ublic function storeInventory(Request Srequest)

Scompany = CompanyContract::find(Srequest->company_id);
if (!Scompany)
return redirect()->back()->with('error', 'Whoops! something went wrong.');

// Validate inputs.

Svalidator = Validator::make(Srequest->all()
"type' => ['required', 'in:1,2'],
"brand’ => ['required_if:type,1']
"model’ => ['required_if:type,1']
'descriptionP' => ['required_if:type,1'],
"title' => ['required_if:type,2'],
"holderFName' ['required_if:type,
"holderLName' ['required_if:type,
"descriptionC’ ['required_if:type,
"issueDate’ ['required_if :type

15

if ($validator->fails())
return redirect()->back()->withErrors($validator->errors());

Sweb3 = new Web3Helper();
ScompanyName = Scompany->company_name;
/ If the inventory is product.

if (Srequest->type == '1') {
Stimestamp = Carbon::now()->timestamp;
Sbrand = $request->brand;
Smodel = Srequest->model;
Sdescription = $request->descriptionP;

Suid = Hash::make(Sbrand . Smodel . Sdescription . ScompanyName . S$timestamp);
ScallData = [Suid, Sbrand, Smodel, Sdescription, ScompanyName, Stimestamp]:
SextraParams = ['from' => Scompany->wallet_address];
Sres = Sweb3->sendCompanyContract($company->contract_address, 'addProduct', S$callData);
if (Sres['result'] == 'success') {
// Generate Qr-Code
$qrContent = array(
‘uid’ => $uid,
"type' =>1,
'ccaddress' => $company->contract_address
)i
$fileName = 'companies/Qr-Codes/' . ScompanyName . '/' . time() . '_product' . '.png';
$qrCode = QrCode::format('png')
->size(308)
->errorCorrection('H")
->merge(storage_path('app/public/images/ic-product.png'), 8.5, true)
->generate(json_encode($qrContent), storage_path('app/public/' . $fileName));
$inv = Inventory::create(|
'company_contract_id’ Scompany->id,
'company_name "’ => ScompanyName,
"inventory’ ‘storage/' . $fileName
"type’ 1
103
return redirect()->back()->with('success’', 'Your product added successfully!' . 1o Sl
} else
return redirect()->back()->with('error', 'Whoops! something went wrong');
}
/ If the inventory is certificate
elseif (Srequest->type == '2') {
/ Do same concept for storing products.

Figure 4.14: Storing inventory.

For now, company role has been done and let's consider it has some products registered in
blockchain and the client want to scan the authenticity of a product, he should scan the QR

code in the products using our android application. Figure 4.15 is a code snippet of the android
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application that take care of this process.

Scanning Qr-Code

_onQRViewCreated( ie 1troller controller) {
this.controller controller
this.controller?.

controller.
this ntroller?.
apiController.
url: APIs.s y
data: {"scanned_qr": code?.trim()}) //
.then((value) {
ScannedQrModel scannedQrModel = ScannedQrModel
if (scannedQrModel.status "success'){ // The
Map<String, dynamic> jsonProduct = jsonDecode(scannedQrModel
/ Product

o~ R WN =

ey ey ey
O AR WN =2 ®©® W

// Show alert dialog indicating it's ge
ProductModel product = ProductModel.fromJson(jsonProduct);
AwesomeDialog(

context: context,

animType: AnimType.s

customHeader: Image. ('assets/images/ic_product.png'),

body: Column(...)

show() ;
if(scannedQrModel.
same concept for

NRNNRNNRNNNRNS Q@
O ~NO R WN =2 ® WO oo

alert dialog indicating it may be counterfeited.
AwesomeDialog(
context: context,
dialogType: DialogType.
animType: AnimType.
EtElle = ERRa
desc: 'Whoops! The scanned inventory is not registered in our system',
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Figure 4.15: Scanning Qr Code.

As we can see there's three main parties in this method. Firstly, it extract the data from
the QR code, then it send the extracted data to the endpoint of the system, the backend take
care of calling blockchain and getting results, once done the backend returns that results to our
application. Finally, the application shows alerts dialog indicating whether it's genuine or not

depending on the returns results.

4.3.2 System interfaces

In this section, we will provide an overview of the interfaces of our system. You will get
a glimpse of the main web and android application pages through screenshots, starting with the

home page. These interfaces play a crucial role in enabling users to interact with the system,
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manage their accounts, add products, and perform product verification. By exploring these
interfaces, you will gain a better understanding of the user experience and the functionality
offered by our system. Let's dive into the interface designs and explore the key features of each

page. Figure 4.16 shows the logo of our system.

M
"

Authenti@atoR
Figure 4.16: AuthentiQatoR’s logo.

4.3.2.1 Home page

The home page (Figure 4.17) serves as the entry point to our anti-counterfeit blockchain-
based system, providing users with an overview of its purpose and functionality. Upon landing
on the home page, users are greeted with a concise description of the system, highlighting its
ability to combat counterfeit products and ensure supply chain transparency. The page features
prominently displayed buttons for registration and login, offering users the option to either cre-
ate a new account or access their existing accounts. These buttons serve as gateways to the
respective user interfaces, empowering individuals and businesses to engage with the system

and leverage its anti-counterfeiting capabilities.

gg AuthentiQatoR Home About Contact

A New Way of

Inventories Secure

The more secure, efficient, and trustworthy system for product
management & protecting certificates.

s

Figure 4.17: Home page.
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4.3.2.2 Register/Login pages

The register page (Figure 4.18) is where new users can easily join our anti-counterfeit
blockchain-based system. It presents a user-friendly interface with fields to input necessary in-
formation for account creation. You'll find fields for name, email, username, phone number, and
password, enabling users to securely provide their personal details. By filling out these fields,
users can register an account, granting them access to the system's features and empowering

them to contribute to combating counterfeit products.

gﬁé AuthentiQatoR Home About Contact

Register
Name
Email Address
Username
Phone
Password

Confirm Password

Figure 4.18: Register page.

On the login page (Figure 4.19), existing users can effortlessly authenticate themselves and
access their accounts. This streamlined interface prompts users to enter either their email or user-
name, along with the corresponding password. By accurately providing this information, users
can securely log in to the system and access their personalized dashboards and functionalities.
The login page ensures that only authorized individuals can access the system, ensuring account

security and maintaining a protected environment for anti-counterfeiting efforts.

49



Chapter 4 Implementations and Results

gg Authenti@atoR Home About Contact

Email or username

Password

Remember Me

Figure 4.19: Login page.

4.3.2.3 Adding inventory

The verifying wallet interface (Figure 4.20) plays a crucial role in ensuring the utmost se-
curity and authenticity of user accounts within our system. When you click on the "Verify Wallet
Address" button, our website will prompt you to seamlessly connect your Metamask wallet to
our platform. In case you don't have Metamask installed, we'll guide you through the process
of downloading and installing it beforehand. Once successfully connected, you'll encounter a
clear and concise message requesting you to sign a specific message using your Metamask wal-
let. This signature verification process serves as a robust mechanism to confirm beyond doubt
that you are the legitimate owner of the wallet address you're utilizing.

To proceed with the verification, all you need to do is simply approve the message within your
Metamask wallet. This ensures a secure and trust-based validation of your ownership of the
wallet address. We want to emphasize that our platform respects and prioritizes your privacy at
all times. We never have access to your private keys or any other sensitive information stored
within your Metamask wallet. The verification process is designed solely to confirm the au-
thenticity and ownership of the wallet address you're using on our platform.

Furthermore, we provide you the option and flexibility to choose the precise account to which
you want to add your inventory within the wallet interface. This enables you to manage and
arrange your inventory-related tasks in accordance with your preferences and organizational

needs. We recognize the significance of providing a unified and user-centric experience, and we
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are committed to making your contact with the wallet interface simple, safe, and trouble-free.

Home About Contact Add Company Add Inventory Inventories #) Extension: (Meta... Mozilla Firefox - @
‘E Ethereum Mainnet
Account 2

Add Inventory
1 http://127.0.0.:8000
When you click on the "Verify Wallet Address" button, our website will prompt you to connect your
Metamask wallet to our platform. If you don't have Metamask installed, you'll need to download and install it .
first. Once you're connected, you'll see a message asking you to sign a message using your Metamask wallet. Signature request
This is a secure way for us to verify that you are the owner of the wallet address you're using. You'll need to

approve the message in Metamask, and then our platform will verify the signature and confirm that the
wallet address belongs to you. Once that's done, you'll be able add your inventory.

It's important to note that your Metamask wallet is always under your control and our platform does not have You are signing:
access to your private keys or any other sensitive information. This process is just a way for us to confirm that
you are the rightful owner of the wallet address you're using on our platform. Message:

. : . Sign this message to confirm you own this
In your wallet choose the account that you want add inventories with. 9 9 4
wallet address. This action will not cost any

gas fees.
Verify Wallet Address

Nonce: 0Jn4R2XkXNqv4leU

et n

Figure 4.20: Verifying wallet page.

Once your wallet is verified, you'll be directed to an intuitive interface where you can enter
the details of your inventory, whether it's a product or certificate. This user-friendly interface
features a structured form that allows you to input essential information such as brand, model
and description for products, or title, holder's first name, holder's last name, description and
issue date for certificates. By accurately filling out these fields, you contribute to the integrity
and traceability of your inventory within our system. The interface includes helpful features
like input validations and clear instructions to ensure a seamless experience. Your input plays
a vital role in maintaining the transparency and trustworthiness of the products or certificates
associated with your account in our system. Figure 4.21 shows the concerned interface for

adding an inventory.
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gz—; AuthentiQatoR Home About Contact Add Company Add Inventory Inventories

Add Inventory

Type Product © Certificate
Title

Holder First Name

Holder Last Name

Description

Issue Date mm/dd/yyyy

Figure 4.21: Adding inventory page.

Once you have successfully added your inventory, you will be presented with a comprehensive
interface displaying all the inventories you have added. This interface provides a convenient
overview of your products or certificates, accompanied by their corresponding QR codes. Each
inventory is presented with key details such as company name, type, Qr code and buttons to view
or download the QR code, allowing for easy identification and management. The QR codes as-
sociated with each inventory serve as a powerful tool for product verification. Users can simply
scan the QR code using the mobile application, which instantly retrieves information from the
blockchain and confirms the authenticity of the product or certificate. This interface offers a
centralized hub where you can effortlessly access and monitor your added inventories, ensuring

a streamlined and efficient management process. Figure 4.22 shows the described interface.
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85 AuthentiQatoR

Inventories

Company Name

TestCompany

TestCompany

TestCompany

TestCompany

About  Contact  Add Company Add Inventory

Type

Certificate

Certificate

Certificate

Product

Inventories

Actions

Figure 4.22: List of inventories page.

Within our system, we have incorporated a feature that empowers companies to add sub-

companies under their main account. This functionality is designed to facilitate streamlined

management and organization of multiple entities within a single platform. The interface for

adding a sub-company provides a straightforward and intuitive experience. Companies can input

essential details such as the sub-company's name, email, phone number, address, and property

contract. By gathering these pertinent details, companies can easily establish and maintain a

network of associated sub-companies. This feature enhances collaboration, coordination, and

oversight, enabling seamless management of a diverse range of entities within the system. Figure

4.23 shows the described interface.
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ga AuthentiQatoR Home About Contact Add Company Add Inventory Inventories

Add Company
Name
Email
Phone
Address

Property contract Browse...  No file selected.

Figure 4.23: Add company page.

The application UI offers customers a seamless and straightforward experience for scan-
ning QR codes and checking product authenticity. Users are met with a clean and user-friendly
interface when they launch the program. The QR code scanner (Figure 4.24a), which is promi-
nently displayed on the screen, is the interface's key feature. Users may start the scanning pro-
cess by simply aiming their device's camera at the QR code printed on a product. The program
instantly takes the QR code and analyses the data it contains. The program pulls the needed
data from the blockchain and runs a verification check in a couple of seconds. The user is sub-
sequently shown a clear and succinct notice indicating whether the product is genuine (Figure
4.24b) or potentially counterfeit (Figure 4.24c). The interface is designed to prioritize speed
and accuracy, allowing users to make informed purchasing decisions and mitigate the risks as-

sociated with counterfeit products.
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Scan QR

N

First name: Ahmed Error
Last name: Laggoun
Description: English Cert
Issue date:

Whoops! The scanned inventory is not
registered in our system

(b)
Figure 4.24: Android application interface

4.4 Conclusion

Finally, this chapter delves into the design and implementation of our blockchain-based
anti-counterfeit system. We investigated the numerous development tools and technologies used
throughout the system's development, including the programming languages, frameworks, and
libraries that were critical to its success. Code samples were shown to offer insight into the
underlying logic and operation of essential components such smart contract code and the ver-
ification process. In addition, we investigated the system's interfaces and displays, providing
a visual picture of the user experience. Our system provides a strong and secure solution for
preventing counterfeit items and providing a transparent supply chain by integrating blockchain

technology, ontology, and a user-friendly interface.
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The combination of an anti-counterfeit blockchain system with ontology holds great promise
for addressing the challenges faced by various industries, particularly in ensuring the authenticity
and integrity of inventories. By leveraging blockchain technology, automated data collection
and verification processes can be established, ensuring the traceability and immutability of in-
ventory information. This integrated system provides a secure and tamper-resistant platform
for verifying the authenticity of inventories, reducing the risk of counterfeit goods entering the
market.

Additionally, by incorporating ontology into the blockchain system, a structured and se-
mantic representation of inventory data can be achieved. This enables a deeper understanding
of inventory attributes, relationships, and ownership, enhancing the overall anti-counterfeit ca-
pabilities. The combination of ontology and blockchain technology offers a decentralized and
transparent solution, allowing stakeholders to validate the authenticity of inventories across the
entire inventory lifecycle.

The research and development efforts in the field of anti-counterfeit blockchain systems
combined with ontology have demonstrated their potential in addressing the pressing issue of
counterfeit inventories. This innovative approach provides a reliable and efficient means to
combat counterfeiting, ensuring consumer trust and confidence in the authenticity of inventories.
Furthermore, it offers opportunities for collaboration among industry players, regulators, and
consumers to create a robust ecosystem that safeguards the integrity of goods and protects the
interests of all stakeholders involved.

In this thesis, we described the design of our system, which handles the difficulties of safe
sharing and inventory authenticity verification. This was an important issue since a lack of

confidence and security provided substantial barriers to eliminating counterfeit items. Because
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there is currently no reliable source of inventory information, anybody may falsify data, making
it impossible for customers to verify the legitimacy of items. As a result, our solution focuses
on decentralized storage, safe sharing, and powerful inventory data application, offering greater
security, confidentiality, and trust for everyone involved in the fight against counterfeits.

As a result, we’ve proposed our AuthentiQatoR system, which is built on the Blockchain
and Ontology, for securing inventories data by storing, and sharing it in transparent and im-
mutable way. It also allows customers to manage their inventories, for example, by creating
sub-companies under the name of main company and adding inventories depending on it's cat-
egory. Also, we can even cite one of the strong aspects of the AuthentiQatoR system:

For a clients, this means that they can securely purchase inventories with no fear of its origin.

For a customers, this means that they can store their inventories in transparent and immutable
place, which makes it such a trustworthy source for clients. hence, maintain the confidence of

clients and the reputation of the company.

Future work

The current work primarily attempts to manage inventory data and track its origin. We
attempted to provide a possible solution based on blockchain technology as a distributed network
and an ontology. Several components of this work, as described below, might be added or

enhanced for future development:

« Ownership tracking, means that the chain of ownership of any inventory can be known.
This means we can add additional value to inventories. For example, if a famous person

buys this product.

o We plan to eliminate the need for the mobile app to read the QR code, and let any QR

code reader do the trick.

« User reviews and ratings: implement a user review and rating system where customers
can provide feedback and rate their inventory experiences. This feature helps potential

buyers make more informed decisions based on the experiences of others.

« Combine this project with Al
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