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Summary:

Legislative intervention to protect consumers in the digital age has
become an indispensable necessity through the adoption of a dual protection
mechanism. First, civil protection mechanisms seek to regulate the various
stages of contracting, beginning with the regulation of advertising practices
and the imposition of the pre-contractual duty to provide information for the
benefit of consumers, and extending to the recognition of the right of
withdrawal and the control of unfair terms in order to ensure the integrity of
contractual consent. Second, criminal protection mechanisms serve as the
ultimate deterrent safeguard capable of suppressing serious violations that
civil rules are unable to remedy. This protection operates through
substantive and procedural rules of criminalization and punishment to
address various forms of crime, whether traditional offenses whose criminal
effects have extended into the digital sphere, such as fraud and forgery, or
newly emerging cybercrimes involving attacks against systems and
consumers’ personal data.



