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3 ART 3/25 of regulation n 910/2014 : 'electronic seal’ means data in electronic form, which is
attached to or logically associated with other data in electronic form to ensure the latter’s origin and

integrity 'https://eur—lex.europa.eu/eli/reg/2014/910/oj/eng
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4 ART 3/26 of regulation n 910/2014” advanced electronic seal’ means an electronic seal, which

meets the requirements set out in Article 36”



@Bl oY) Alea A g I (Gateal) ol Allad G Juadl)

ol Lad 21 3aD) (e
ol {odien 208 S Uainge 05 o ()
Al e dugs waan e 1l 05$ of ()
Aoy clgaladial all il (Ko G &g YD HLAY) elis) @iy aladsul Wi o (2)
g ST Y] plidY caiylase canig Al e ddle
Ll 8 GaY it (gl QLIS mans iy gy Jadi S Sl Uasie 06 of (9)
dad e (Gsigall g SN mal daad oypn adie) 8 gyl godall Ly W
039 ¢lg i O g () el (e degane danty S Laily cas Lals Lijas 3
2 b e Abaially <02-26 (sl (e 4 53kl i & 0SS bl
3a0h Ayl 4idies Jadiye ()5S 1S -
AL 2y masw Oy
Ml llall BaY dhaed gl dand Ayl 40 A3k 058 ) ULl hadiye 06 s -
O ) (odie oS0 Al g IY) SR el by aladials i) s of ) ALl -
Lo Sl e lasy A (e dille daa Wle Bylasadly Lgalasi
e 7/2 8l (ai s 4/4 Bkl 5algll g iKY i) elis) bl deabg
"Bl B elasy e A Sl b lgardiog sk Ul gl

I ART36 of regulation n 910/2014: An advanced electronic seal shall meet the following

requirements:

(a) it is uniquely linked to the creator of the seal;

(b) it is capable of identifying the creator of the seal;
(

c) it is created using electronic seal creation data that the creator of the seal can, with a high level
of confidence under its control, use for electronic seal creation; and
(d) it is linked to the data to which it relates in such a way that any subsequent change in the data is
detectable.
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UART 3/27 of regulation n 910/2014: "qualified electronic seal’ means an advanced electronic seal,
which is created by a qualified electronic seal creation device, and that is based on a qualified
certificate for electronic seal"
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3 ART 3/33 of regulation n 910/2014: “electronic time stamp’ means data in electronic form which
binds other data in electronic form to a particular time establishing evidence that the latter data
existed at that time”.
4 ART 41o0f regulation n 910/2014: Legal effect of electronic time stamps
1. An electronic time stamp shall not be denied legal effect and admissibility as evidence in legal
proceedings solely on the grounds that it is in an electronic form or that it does not meet the
requirements of the qualified electronic time stamp.
2. A qualified electronic time stamp shall enjoy the presumption of the accuracy of the date and the

time it indicates and the integrity of the data to which the date and time are bound



@Bl oY) Alea A g I (Gateal) ol Allad G Juadl)

aclgall aaay 6M) 02-26 8y OPlll e 11/2 83kl cidpe (ghilall apdall ¢ a)llg
S ASY) Cagl an ¢ g S Caupeillsy g pSIY) O llaall 48 ciloads ddleiall Lalal)
02 o GLBY Cpee Cgy S5 S8 8 AT Clly Jap s i) USa 8 bl s
"Il Glb b sasage cilS 58]

sl il 04-15 sl & gilall @bl Crups c Ajladl DA e Wl oy
Laladl aclgall 2aaall 02-26 Osilally g STY) Goaailly il ddlaidll dalall ac)sall
b ) graall o W eps (g Y iy dig SOV D lalaall A8 cilaads dilaial)
aaall 0226 Ol (4 Laiw ¢ g 5STY) adll <y ) Gyl o alal 04-15 ol
Loy 4l g (35 SV Capaillsy g FSIY) claleall AR ilendy daleial) dalell ac)sal
G ys¥) DU 8 35 Lo pe S as ) Wlsie ela iyl 13 of W 0t LS clanya
Ay ST D alaall 8 A lend g 5SIY) Caspeilly Adlaiall 2014-910 a8,
TR SN C PR PR 3]

2014-910 o8, &us¥) oD 8 el Lo ) ol ¢ 39 iSIY) 2l g gl ansds
Nt Cpfisaladd (8 ) g S Blabaall b AR cilardg g S Chapilly dilaiall
@l el adel cpa A cdagall g SV asll aally Jasall (g 5SIY) a3l o0l 8
Gl Laig pSIY) e labeall 480 clendy Zaleidd) Aalall 2efgall daadll 02-26 gl DA (g
el g SSY) Bl a8 i sy A58 aaaty F o) ASDU DS e o g S

oA el w30 o(Yl) Lol 39 S Gl mall ) Gplal) s cade
(L) Jasal
Jasdl) gAY Aasl) adl) f

SN Gyl dilaiall 2014-910 a8) Lug)e¥) AaDU e 27/3 salall e
J<a A bl il dasal) g 5SIY) a3l 2l A mSIY) claleall 6 AR cileads

-

CGle sdema (A ASIYT O Lalaall 48] lendy Aalaial) dalal) aefgall daad) <02-26 ¢silal) ¢11/2 saldl!



@Bl oY) Alea A g I (Gateal) ol Allad G Juadl)

& Basase CulS i) o3 o ity come Cigr (AT g XY il davy a9 S))
LAY el S e pal) 13 ) Gl o8 cgilall godall daalls Wl gl ey
Jagall g AN Aasll aal) : Ll

oSNy il daliall 2014-910 &) dug)s¥) AaDU e 32/3 okl e
pia 59 7S aadgi il dagall g IV iedl) Sall Ay S cOlalaal) b AR Cilesd
Gladall dage salgd o ading (Mg cdage oSl g ol Slea daudsy oglis]
" i Sy

s Sy Canpalls Al 2014-910 w85 Luys¥) AaDU (e 34/3 52kl o LS
Gllliad) e Lig i<l Lie) Wl 4l o L 5SIY) cdlladll A8 ciless
"342 53 b lgdle Gageaial

lale coms lly Jagall g S el sl Lgdgion o caan A bl e
AN lardy g A Canyaills Al 2014-910 a8y L)) AU (g 42 5alall
¥ ol Lad dig S D alaall
O G5t bl s A0S Jsiee JS0 aia dinph @il clglly il Jayy of (1)

'Art 03/27 of regulation n 910/2014: “electronic time stamp means data in electronic form which
binds other data in electronic form to a particular time establishing evidence that the latter data
existed at that time”.

2 Art 03/32 of regulation n 910/2014: “qualified electronic seal creation device’ means an electronic
seal creation device that meets mutatis mutandis the requirements laid down in Annex II"

3 Art 03/34 of regulation n 910/2014: ‘qualified electronic time stamp’ means an electronic time
stamp which meets the requirements laid down in Article 42".

4 Article 42 of regulation n 910/2014: Requirements for qualified electronic time stamps

1. A qualified electronic time stamp shall meet the following requirements:

(a) it binds the date and time to data in such a manner as to reasonably preclude the possibility of
the data being changed undetectably.

(b) it is based on an accurate time source linked to Coordinated Universal Time; and

(c) it is signed using an advanced electronic signature or sealed with an advanced electronic seal of

the qualified trust service provider, or by some equivalent method.
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Abstract

The shift from paper-based to electronic transactions represented a qualitative
leap in the field of contracts, contributing to cost reductions and eliminating the need
for physical presence of contracting parties. However, it also gave rise to legal
challenges concerning information security, primarily the risks of forgery and
hacking. This necessitated the establishment of a legislative framework to protect
electronic transactions.

Electronic authentication is one of the most prominent mechanisms of this
framework. The Algerian legislature adopted it by issuing Law 15-04, which defined
the general rules relating to electronic signatures and authentication. However, the
rapid development of information and communication technologies revealed the
inadequacy of this law in adapting to new developments. Consequently, the
legislature repealed it and replaced it with Law 26-02, which defines the general rules

relating to trust services for electronic transactions and provides a more



comprehensive and consistent electronic identification system that aligns with the
requirements of modern electronic transactions. This task is performed by a trusted
third party, known in the new law as a "trust service provider,” which issues
certificates verifying the authenticity of transaction data and attributing the signature
to its owner.

Keywords: Electronic authentication - Electronic signature -Authentication

certificate - Trust service provider.



